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Applications of digital signatures
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How Windows Update and Automatic Updates
Communicate with Sites on the Internet

This subsection surmrmarizes the comrmunication process,

Encryption: Initial data is transferred using HTTPS, and updates are
transferred using HTTP, The data packages downloaded to the user’s
systern by Microsoft are digitally signed.
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data packages (...) are digitally
signhed using RSA.




Digitally signed updates
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German passports

Personal data ECDSA signed.

2007: ECDSA access control to biometric data



How long will RSA and ECDSA be secure?




Selecting key sizes

Lenstra (2004)
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Quantum computers will make
RSA, DSA, ECDSA insecure

Shor (1994)




Alternatives?



Rompel (1990)

One-way functions are necessary and sufficient
for secure signatures

Hash functions suffice

Impagliazzo, Rudich (1989)

(Black box) one-way functions are not sufficient
for public key encryption

Number theoretic, algebraic, geometric problems

required?



A sighature scheme based on hash functions
Merkle (1979)




Merkle signature scheme

|dea:

Hash based one-time signature scheme (OTSS)
One key pair ( 1 P ) per signature

Hash tree:

Authentication path reduces
validity of many verification
keys to validity of one public

key
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Lamport-Diffie OTSS

Lamport, Diffie (1976)

System parameters:
Hash function H:{0,1}"—{0,1}"

Key generation

Signature key

I =x,0), x,(1), ,(0), x,(1),..., %,(0), x,(1) €x{0,1}"

lH
0 = 11(0), ¥1(1), 150), ¥2(1)sr., 7, (0), y,(1) €01}

Verification key



Lamport-Diffie OTSS

Example I x,(0), x,(1), %5(0), x5(1), x35(0), x5(1)
0 | 1 0 0 1

n=>3 1 1 1 0 1 0
0 0 | 1 | 1

lH
0 1 0 0 1 1

1 1 0 1 0 1
1 1 0 0 0 0

/O yl(o)a y1(1)9y2(0)9y2(1)9y3(0)9 y3(1)



Lamport-Diffie OTSS

Signing

E)Y=hy hy,.. b,

¥

- xl(hl)a xz(hz),. ey xn(hn)



Lamport-Diffie OTSS

Example

011001
111010
001111

010011
110101
110000




Lamport-Diffie OTSS

Verifying

W(hy), yo(hy),..., y,(h,)



Lamport-Diffie OTSS

Example

011001
111010
001111

010011
110101
110000




Lamport-Diffie OTSS

Example

011001
111010
001111

010011
110101
110000




Merkle signature scheme

Merkle (1979)
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Merkle signature scheme
Signing
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Signature = (i, 5,




Merkle signature scheme

Verifying

|| -~

Public key = &
Signature = (i, /-




Merkle signature scheme

Problems

Large memory for private key
Expensive authentication path computation

Expensive authentication tree computation



Winternitz OTSS

Winternitz (1979), Dods, Smart, Stam (2005)

System parameters:
Hash function AH:{0,1}"— {0,1}"
w > 1; number of bits signed simultaneously

t ~(n+log(n))/w <2n

Signature key
l = X1y X9y .ovy X, €g10,1}7

Verification key
0 =HH" ) | H*1(5,) | ... | H(x)



Winternitz OTSS

Signing:

1 = X1y Xpy eeny X,

H(F)=100101010...110 111 ... 001
b, b, by .. bWWW b, b,
I
p
g c:ZZW—bl
i=l1

(015 0y, - 0) = (H"1(x)), H?2 (x,), ..., H"(x)))



Winternitz OTSS

Verifying:
L =HH ) [ H00) || - [ H ()
(0-19 025 vy O-t) - (Hbl (xl)a Hb2 (x2)9 T Hbt (xt))

Compute b, ..., b, as before

(@1 Pay .y 9) = H 101 (), H 102 (q), ..., HY Vi (g)

o
P =Hp l|lo, ] ... 1| 0)



Improved OTSS key generation

Coronado (2005)

truly random

1

PRNG

l = X1, Xoy ooy X, €g10,1}"
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l y y
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Authentication path computation

Naive:

Store complete authentication tree: 2! nodes

Szydlo (2004).

Suffices to store 34 nodes and compute 2/ hash
values per signature



Authentication path computation

Replace node if 2/ divides i+1 Initialize and Update stacks
startnode=(i+1+27)® 2/
201 i+1=1 (1+29 @ 2°=3
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Authentication path computation

Replace node if 2/ divides i+1 Initialize and Update stacks
startnode=(i+1+27)® 2/
200 i+1=2  2'|2 +29 @ 20=2
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Authentication path computation

Replace node if 2/ divides i+1 Initialize and Update stacks
startnode=(i+1+27)® 2/
20| j+1=3 (3+29) @ 2°=5




Authentication path computation

Replace node if 2/ divides i+1 Initialize and Update stacks
startnode=(i+1+27)® 2/

20| itl1=4 2|4 22|4 (4+2°) ©20=4

(4+20) @21 =4
(o —4+2 D=2
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Authentication path computation

Replace node if 2/ divides i+1 Initialize and Update stacks
startnode=(i+1+27)® 2/
20| j+1=5 (5+29 @ 20=7



Authentication path computation

Replace node if 2/ divides i+1 Initialize and Update stacks
startnode=(i+1+27)® 2/
201 i+1=6  2'|6 (6+20) @D 2Y=6

62Dl —1o—
(0



Authentication path computation

Replace node if 2/ divides i+1 Initialize and Update stacks
startnode=(i+1+27)® 2/

20| i+1=7 (2552




Authentication path computation

Replace node if 27 divides i+1

Initialize and Update stacks
startnode=(i+1+27)® 2/



Extrapolated timings for key generation

Based on results by Naor, Shenhavy, Woolz (2005)

h Key generation
20 2.7 min
25 1.4 h

30 45.8 h
35 61.6 days
40 5.4 years




Tree chaining

Key generation




Tree chaining

Signing




Tree chaining

Verifying




Timings using SHA1

h Key generation Signing Verifying
20 2.6 sec 9.2 msec 1.3 msec
30 1.4 min 12.4msec 1.4 msec
40 43.8 min 14.9msec 1.3 msec
h Key generation Signing Verifying
20 3.1 sec 9.7 msec 1.5 msec
30 1.5 min 13.2msec 1.5 msec
40 47.8 min 16.9msec 1.6 msec

h corresponds to 2" possible signatures



Sizes using SHA1

h Public Key Private Key Signature
20 46 bytes 1900 bytes 3808 bytes
30 46 bytes 2788 bytes 4008 bytes
40 46 bytes 3668 bytes 4208 bytes
h Public Key Private Key Signature
20 46 bytes 1900 bytes 2688 bytes
30 46 bytes 2788 bytes 2888 bytes
40 46 bytes 3668 bytes 3088 bytes

h corresponds to 2 possible signatures



Timings using SHA256

h Key generation Signing Verifying
20 6.3 sec 19.6 msec 2.8 msec
30 3.2 min 27.3msec 2.8 msec
40 101.3 min 34.9msec 2.9 msec
h Key generation Signhing Verifying
20 7.5 sec 23.3msec 3.7 msec
30 3.8 min 31.9msec 3.7 msec
40 120.7 min 40.9msec 3.7 msec

h corresponds to 2 possible signatures



Sizes using SHA256

h Public Key Private Key Signature

20 58 bytes 2884 bytes 9160 bytes
30 58 bytes 4244 bytes 9480 bytes
40 58 bytes 5604 bytes 9800 bytes

h Public Key Private Key Signature

20 58 bytes 2884 bytes 6408 bytes
30 58 bytes 4244 bytes 6728 bytes
40 58 bytes 5604 bytes 7048 bytes

h corresponds to 2 possible signatures



Number theory revisited

Ajtai, Micciancio, Regev, Lyubashevsky
Peikert, Rosen

Provably secure hash functions based on
lattice reduction

- Provably secure and efficient (?) signature
schemes based on lattices
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Using Merkle signature scheme

& S/MIME-Standardeinstellungen fiir Nachrich

¥ MNachricht signieren

Signatureinstellungen

[T Nachricht verschliisseln

Zerinkat

Signaturverfahren Hinzufilgen.

merkletree

SHAZSBIMERKLETREE

Entfernen

Eigenschaften. ..

[T Zerifikate zu signierer Nachricht hinzufugen

[ Signierte Nachricht als Klaext versenden

Yerschlusselungseinstellungen

Verschlilsselunasverfahren: |DESede/CBCIPKCS5Padding =]

[ Sich selbst als Empfanger mit einschlieRen

Verschlisselungszerdifikat:

| Auswahlen. ..

Ok I Abhrechen




FlexiProvider

Collection of implementations of cryptographic algorithms
Supports CMSS

www.flexiprovider.de

3 0verview - Mozilla Firefox 10| =]
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The FlexiProvider is a powerful toalkit for the Java Cryptography Architecture (JCAMCE). It

provides cryptographic modules that can be plugged into every application that is built on top of
the JCA,

The goal of aur project is to supply fast and secure implementations of cryptographic algorithms
which are easy to use even for developers who are not well-footed in the field of cryptography.

The FlexiProvider has been developed by the Cryptography and Computer Algebra Research
Group of Prof. Dr. Johannes Buchmann at the Departement of Computer Science at Technische
Universitdt Darmstadt (Darmstadt University of Technalogy).

CoreProvider: The Core Provider contains well-known public key algorithms such as the RSA
cipher and signature in different flavaurs, a multitude of symmetric blockeciphers, most prominent
among them the AES cipher Rijndael and 3-DES, hash functions such as MD5, SHA-1 and
RIPEMD plus its own pseudo-random number generator.
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