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Outline of the talk

s Solve polynomial equations

» Computing
s e-th roots
s RSA secret key
s Factoring
s Square roots mog, mod N

» Coppersmith’s method
» Automated computation of bounds

s Cyclic lattices & NTRU
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A word about lattices

Letvy,...,v, € Q" be linearly independent vectors

L =/ xGZ”\x:ZaiviWithaiGZ. 5
\ 1=1 J
02)
(1,1 ~
Fig.: Lattice spanned b{/(0,2),(1,1)}
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Letvy,...,v, € Q" be linearly independent vectors
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Lattice spanned b{/(0,2),(1,1)}
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Theorem[Lagrange]: Let L be a two-dimensional
lattice. Then one can find in polynomial time a
shortest vector = 0 of L with

lv| < /2det(L).
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Theorem[Lagrange]: Let L be a two-dimensional
lattice. Then one can find in polynomial time a
shortest vector = 0 of L with

lv] < \/2 det(L).

Theorem[Lenstra, Lenstra, Lovasz].et L be a
lattice spanned by, ..., v,. Then one can find In
polynomial time a basig,, . .., b, of L with

16y < 2°T det(L)~.

IPAM — p.4/24



W7, TECHNISCHE
N

7
E(@/é UNIVERSITAT

2\

%0 DARMSTADT

RSA Problem

Given: N =pq, e € ZZ(N) andc = m®mod N
Find: m e Zy
» Relaxation 1: Smalle, m
Ptime if m < N:: Computece.
» Relaxation 2: Smalle, parts of m known
C'96: Ptime ifim = m + z, © < Ne:
f(x)=(m+x)* —cmod N
Forz < Net&: o = kNe 42/, k < N, 2/ < N«
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Wz,  TECHNISCHE
SI=

A A
E(@/é UNIVERSITAT

N
=)

%0/ DARMSTADT

RSA Problem

Given: N =pq, e € ZZ(N) andc = m®mod N
Find: m e Zy
» Relaxation 1: Smalle, m
Ptime if m < N:: Computece.
» Relaxation 2: Smalle, parts of m known
C'96: Ptime ifim = m + z, z < N«
f(x)=(m+x)* —cmod N
Forz < Net€: o = kNe 42/, k < N¢, 2/ < N«
s Relaxation 3: Small, splittablem < 2*

BJN '00:m = mq - ms with mi1 <= Mo < 2%
Checkiz® =y ¢-cmod N,z,y=0,...,2

(e
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RSA Secret Key Problem @ i
Given: N =pq, e € Z;‘;(N)
Find:  dsuch thakd = 1 mod ¢(N)

fld,k,p+q)=ed+k(N+1—-(p+q))—1

s Relaxation 1: Smalld
Wiener '90, mod N: d < NV2

BD 99, mod e: d < NV-292

» Relaxation 2: Known parts of d
EJMW '05: Extension to full range

Open: Use properties of: Smoothness, splittable

IPAM — p.6/24
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RSA with Small Exponentd

Fraction of MSBs of d

1.0
0.9
0.8
0.7
0.6

Wiener
0.5
0.4
0.3
0.2
0.1
logn d

—tt—f——F——F—F+

01 02 03 04 05 06 07 0809 10
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Given: N = pgq
Find: p
f(x) = xmod p

» Relaxation 1: Known parts of p
C'96: f(z) = p+ xmod pwith z < N1,

» Relaxation 2: “Small” p,q,1.e.N = p"q
BDH '00: Solvable ifp = p + x with z < N ¢+)?,

Open Problems:
s FactorN = p"¢*, r ~ s with less bits.
s FactorN = pqgr with less bits.
s Factor using non-consecutive bits.
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Factoring with Known BIts

s FORi=1TO N
s Setp; =i- Ni.
s Coppersmith’s method:’-reduce basi®3(p;)
B'red(ﬁi) — U’L ' B(ﬁ@)
s If pisfound, STOP.
Complexity:O(N1 - T'(L*-reduction)

Open problem 1: Reduce number of guesses.
Analyze: How good ig/; - B(p;+1)?

Open problem 2: Information from wrong guesses’
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Combining relaxations & e
Smalld and known bits op = p + =.

f(k,(p+q)) =k(N+1—=(p+q)) —1mode
10gN(d)

0.8
0.6
0.4

0.292
0.2

01 02 03 04 058=108n(Z) i pioe
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Setting:
d = (d, mod p — 1,d, mod q — 1) with smalld,, d,,.

s Relaxation 1: Imbalancedp, g
M’'02: Works forq < NU-382
BM '06: Attack forgq < NV40®

s Relaxation 2: Smalle
BM '06: Cryptanalysis of two RSA-variants

For standard RSA case stifl(/min{d,, d,}).

Upcoming soon (together with Ellen Jochemsz):

dp,dq S NO'O73.
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Given: primep, a € Z; witha™> = 1 mod p.
Find: z such thatr? = ¢ mod p in deterministic
ptime without any conjecture (ERH).
f(z) = 2° —amodp
s Coppersmith’s methodz| < p2
» Use group order
s Use “sparseness” of polynomial

» Use special type of solution; = p — x

Alternatively find a non-residue: Any root of
f(y) =y'T + Lmodp.
Open question:Solve f(z) = ° — 1 mod N.

IPAM — p.12/24
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s Modular Roots:
s Coppersmith '96
s HG '97: Alternative with dual lattice

s Integer Roots:
s Coppersmith '96
s Coron ’04: Alternative with dual lattice

Two open problemsremain:
s Running time
s Shape of polynomial

IPAM — p.13/24
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Modular method

Given: f(x), N € N of unknown factorization
Find: Roots|z| < X s.t. f(z9) = 0mod N.

ldea:

s Collection of polynomialsf;(z), fo(x), ..., fu(x)
with the rootgzy| < X moduloN™.

s Constructy(z) = > ", a;fi, a; € Z such that
g(xg) =0 over Z.

Sufficient condition: |g(xg)| < N™.
s Solveg(x) over the integers.

IPAM — p.14/24
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Goal: Find small roots off (x4, ..., x,) mod N,

s Computegy, g9, . .., g, With small roots over..

s Eliminate variables by resultant computations.

Open problems:

» Elimination requires algebraically independent

s Finding optimal collection:
Complex combinatorial optimization problem.
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Given: Polynomialf(x,...,x,)(
Find:  Optimal boundsz| < X, ..., |z, < X,
Equiv. . Find optimal lattice basis.

Status quo:
» C’96: Solved for univariate modular case
» BM’05: Toolbox for bivariate integer case
» JM’06: Strategies for multivariate case

Work in progress (with Damien Stehlé):
s Algorithm that outputs optimal bound
s Uses Grobner bases-like approach
s LLL reduction for selecting sub-lattice  ..._,
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flz,y) = (P+x)(@+y) — N
= xy+py+qr+pg— N

Coppersmith-type lattice basis.

v 0 0 1
0 =+ 0 p
0 0 + q
\ 0 0 0 pG—N )

Target vector: (zoyo, Yo, To, 1) - B = (52, %, %.0).

IPAM — p.17/24



Integer method

flz,y) =

(p+x)(¢

ry +py + qxr +pqg — N

Coppersmith-type lattice basis.

1
+ 0 0
0 =+ 0
0 0 +
\ 0 0 0 §g

/ aii
a9

1

a12 Aai3
ao2 A93
azo A33
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a3
\ by

by b3

Target vector: (zoyo, Yo, zo, 1) - B = (522, &

XY Y?

2.0).
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Coron’s methods
Transformf into:

f'(x,y) =1+ ax + by + cxy mod R.

/ 1 aX bY XY \
n_ 0 RX 0 0
N 0 RY 0

0
\0 0 0 RXY )

Vector with sufficiently small norm yieldg(x, i) with

g(xo,yo) =0 overz.

Open gquestion:ls dimension reduction possible?

IPAM — p.18/24
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Shape Problem

In case of zero constant term, e.g.

flz,y) = ax’y + ba® + cy”.
Coron’s suggestion: Transform to

f(z,y) = f(x +14,y) forsome smalt

s New set of monomialst?y, zy, y, 2%, x, 1, y°.
» Change of Newton polytope.

Problem: Analysis depends on Newton polytope.

Open problem: Fix the zero constant case.

IPAM — p.19/24
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Assume you found fof (z, y) an “optimal” bound
XY < N-.
s Define hard problem: Find roots with
XY > N2+,

o Construct primitives based on this hardness.

s SPW '06: RSA-PRNG wit©(log N) bits output
instead of©(loglog N).

Open problem: Find more primitives.
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NTRU parameters:
Secret: f,g € Zy|x|/(z" — 1), f, g small norm
Public: h e Z,|z|/(z" —1)with fxh =g

s ldentify polynomial

fo+ fiz+ ...+ fooz™ b with
(fo, fis-- s fuo1)-

o Multiplication with x rotates coefficient vector:

(f07f17 JRIE 7fn—1) — (fn—17f07 . '7fn—2)

IPAM — p.21/24
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CS '97: Lattice basis

/(1) (1) .. 0] hy Ay ... hn—1\

B=| 00 ... 1| hi hy ... hg
0 0

oo .00 0 .. g

Target vector: t = (fo,..., fn-1,90, -+, Gn_1)
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Rotations of target | g
Lattice L(B) contains also all the rotations:
t' = (fi, fix1 -5 fic1, 9 Giv1, - 5 Gi1)

Algorithm:
s Reduce B. Let be a shortest vector.
s Include all rotations® in B and iterate.

Open Problem 1:How good is this?

Open Problem 2:Speed up lattice reduction.

IPAM — p.23/24
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» Complexity of Factoring with Known Bits

» Combination of known results for RSA attacks
» Automatic bound computation
» Formulation for integer case as dual lattice

s Construct primitives on “small roots assumptic

s Attack cyclic lattices
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