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Knowledge Portals: A new way to share GWAS!



Knowledge Portals: Sharing GWAS results



Knowledge Portals: Interactive analysis!



Step 1: Choose who to include



Step 2: Choose what to correct for



Step 3: Get results!



We know a lot about GWAS privacy…



Difference with standard GWAS portals

• Smaller datasets analysis/ subsampling

• Repeated queries per SNP

• Ability to remove/ include confounders



Difference with standard GWAS portals

• Smaller datasets analysis/ subsampling

• Repeated queries per SNP

• Ability to remove/ include confounders

All of these change the privacy landscape!



Quantifying privacy

• Use a model based approach

• Looked at different types of private data leakage

• No formal guarantees (yet!)



Quantifying privacy: Our models

What Leaks? Outside knowledge Statistic released Likely Risk 
(very subjective)

Participation in study Background MAF and 
individuals genotype

Minor allele 
frequency

Low

Diseases status Background MAF and 
individuals genotype

Minor allele 
frequency

Low

Other phenotype data Unspecified Interactive histogram Moderate

Genotype Background MAF GWAS statistics for 
one query

Low

Genotype Background MAF GWAS statistics for 
numerous queries

High



Quantifying privacy: Adversarial uncertainty 

• Adversaries knowledge modelled probabilistically

• Prior knowledge specifies probability distribution used.

• Look at entropy (among other measures) of posterior probability to 
determine privacy loss.



Quantifying privacy: Conditional entropy!

𝐸𝑛𝑡𝑟𝑜𝑝𝑦𝑦|𝑋 = −෍log Pr 𝑦|𝑋 Pr(𝑦, 𝑋)

Where:

• y value of secret trait

• Pr probaility distribution representing adversaries belief

• X information being released



Quantifying privacy: Example!

𝐸𝑛𝑡𝑟𝑜𝑝𝑦𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒|𝑀𝐴𝐹 =

− ෍

𝑀𝐴𝐹,𝑖

log Pr 𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 = 𝑖|𝑀𝐴𝐹 Pr(𝑔𝑒𝑛𝑜𝑡𝑦𝑝𝑒 = 𝑖,𝑀𝐴𝐹)



Quantifying privacy: Our models

What Leaks? Outside knowledge Statistic released Likely Risk 
(very subjective)

Participation in study Background MAF and 
individuals genotype

Minor allele 
frequency

Low

Diseases status Background MAF and 
individuals genotype

Minor allele 
frequency

Low

Other phenotype data Unspecified Interactive histogram Moderate

Genotype Background MAF GWAS statistics for 
one query

Low

Genotype Background MAF GWAS statistics for 
numerous queries

High



Quantifying privacy: First Analysis

What Leaks? Outside knowledge Statistic released Likely Risk 
(very subjective)

Participation in study Background MAF and 
individuals genotype

Minor allele 
frequency

Low

Diseases status Background MAF and 
individuals genotype

Minor allele 
frequency

Low

Other phenotype data Unspecified Interactive histogram Moderate

Genotype Background MAF GWAS statistics for 
one query

Low

Genotype Background MAF GWAS statistics for 
numerous queries

High



Leaking disease participation

• Apply to private disease status information

• Assume genotype known and MAF of background population known 
(similar to Homer et al.)

• Privacy leakage from minor allele frequencies!



Decrease in entropy of disease status



Quantifying privacy: First Analysis

What Leaks? Outside knowledge Statistic released Likely Risk 
(very subjective)

Participation in study Background MAF and 
individuals genotype

Minor allele 
frequency

Low

Diseases status Background MAF and 
individuals genotype

Minor allele 
frequency

Low

Other phenotype data Unspecified Interactive histogram Moderate

Genotype Background MAF GWAS statistics for 
one query

Low

Genotype Background MAF GWAS statistics for 
numerous queries

High



Quantifying privacy: Leaking genotype

What Leaks? Outside knowledge Statistic released Likely Risk 
(very subjective)

Participation in study Background MAF and 
individuals genotype

Minor allele 
frequency

Low

Diseases status Background MAF and 
individuals genotype

Minor allele 
frequency

Low

Other phenotype data Unspecified Interactive histogram Moderate

Genotype Background MAF GWAS statistics for 
one query

Low

Genotype Background MAF GWAS statistics for 
numerous queries

High



The concern:

ATGCAT
ATGGAT



Entropy of the genotype



Added concerns with interactive GWAS

• So far have focused on privacy concerns without taking advantage of 
the interactive aspect.

• Does interactive analysis add more?



Added concerns with interactive GWAS

• So far have focused on privacy concerns without taking advantage of 
the interactive aspect.

• Does interactive analysis add more?

Short answer? Yes



Quantifying privacy: Leaking genotype

What Leaks? Outside knowledge Statistic released Likely Risk 
(very subjective)

Participation in study Background MAF and 
individuals genotype

Minor allele 
frequency

Low

Diseases status Background MAF and 
individuals genotype

Minor allele 
frequency

Low

Other phenotype data Unspecified Interactive histogram Moderate

Genotype Background MAF GWAS statistics for 
one query

Low

Genotype Background MAF GWAS statistics for 
numerous queries

High



Quantifying privacy: Leaking health data

What Leaks? Outside knowledge Statistic released Likely Risk 
(very subjective)

Participation in study Background MAF and 
individuals genotype

Minor allele 
frequency

Low

Diseases status Background MAF and 
individuals genotype

Minor allele 
frequency

Low

Other phenotype data Unspecified Interactive histogram Moderate

Genotype Background MAF GWAS statistics for 
one query

Low

Genotype Background MAF GWAS statistics for 
numerous queries

High



Interactive histograms and phenotype data



Interactive histograms and phenotype data

• Interactive histograms allow users to understand how certain traits 
(age, smoking status, etc) differ in dataset

• Also allow for reconstruction of phenotype information!



Interactive histograms and phenotype data



Interactive histograms and phenotype data

Unclear if can link to public data



Quantifying privacy: Leaking health data

What Leaks? Outside knowledge Statistic released Likely Risk 
(very subjective)

Participation in study Background MAF and 
individuals genotype

Minor allele 
frequency

Low

Diseases status Background MAF and 
individuals genotype

Minor allele 
frequency

Low

Other phenotype data Unspecified Interactive histogram Moderate

Genotype Background MAF GWAS statistics for 
one query

Low

Genotype Background MAF GWAS statistics for 
numerous queries

High



Quantifying privacy: Leaking genotype data

What Leaks? Outside knowledge Statistic released Likely Risk 
(very subjective)

Participation in study Background MAF and 
individuals genotype

Minor allele 
frequency

Low

Diseases status Background MAF and 
individuals genotype

Minor allele 
frequency

Low

Other phenotype data Unspecified Interactive histogram Moderate

Genotype Background MAF GWAS statistics for 
one query

Low

Genotype Background MAF GWAS statistics for 
numerous queries

High



Interactive analysis and privacy

• Run an analysis on one group of individuals

• Run an analysis on a slightly different group of individuals

• Combine to learn about genotype of one target!



Entropy in genotype data: Interactive analysis



Recovering genotype data



Mitigation?

• Larger minimum analysis size, less precision

• Remove some features

• Require PCs as covariates

• K-anonymity for histograms

• Remove Y chromosome



What else is needed?

• Doesn’t consider all possible queries, only a few select ones.

• What are we missing? No good way to measure!!

• How do covariates actually effect the privacy risk? Harder to answer.

• Can the information leaked here be linked to outside databases?


