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CLEANSE Project Background 

•  NSF CyberTrust “Large Team” award 
– Sept. 2008 thru Sept. 2012 

•  Team: 
– Georgia Tech: Lee, Ahamad, Feamster, Giffin, Huo 
– Michigan: Jahanian, Bailey 
– UNC Chapel Hill: Reiter, Monrose 

–  Internet Systems Consor:um (ISC): Vixie 
– SRI Interna:onal: Porras, Yegneswaran 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CLEANSE: Project Background (cont’d) 

•  Industry partners: 
– Arbor Networks 
–  Castlecops 
–  Comcast 
– Damballa 
– Google 
–  IBM/ISS 
–  IronPort 
– Outblaze 
–  Time Warner Cable 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CLEANSE: Mo:va:ons 

•  Abacks are now for economic and poli:cal gains 
–  E.g., spam, phishing, iden:ty/informa:on thec, DDoS 
– Manipulate applica:ons to vic:mize users 

•  We call them layer‐8 abacks 

•  Conven:onal defenses are also at layer‐8 
–  Symptoms‐ and applica:on‐specific, malleable 

•  Layer‐8 abacks are launched from botnets 
– We should focus on the behavior and infrastructure 
common to all abacks at the lower layers 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Botnets Rely on the Internet 

•  A botnet must use Internet protocols/services 
for efficiency, robustness, and stealth 
– Look‐up services (e.g., DNS, P2P DHT) 

•  Find C&C servers and/or peers 
– Hos:ng services (Web servers and proxies) 

•  Storage and distribu:on/exchange of aback‐related 
data 

– Transport (e.g., BGP) 
•  Route (or hide) aback from bots to vic:ms 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Botnets Rely on the Internet (cont’d) 

•  Layer‐8 abacks by botnets produce observable 
service viola:ons and anomalies 
– E.g., anomalous DNS look‐ups 
– Bot means non‐human; botnet means large‐scale 
and coordinated 
•  Large‐scale and coordinated botnet ac:vi:es are 
different from legi:mate/normal human‐generated 
ac:vi:es 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The Anatomy of a Phishing Aback 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CLEANSE: Monitor Lower‐Layers to 
Detect Layer‐8 Abacks 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CLEANSE: Research Overview 

•  Control‐plane monitoring 
–  Anomaly detec:on algorithms for core networks services 
such as DNS and BGP 

•  E.g., recursive and passive DNS monitoring, DNS cache inspec:on, 
rouge DNS scanners 

•  Data‐plane monitoring 
–  Flow‐based anomaly detec:on algorithms 

•  Traffic sampling and clustering 
–  Host‐based monitoring 

•  Virtual machine monitoring, malware binary and script analysis 

•  Improved security audi:ng capabili:es 
–  On host and network/router 
–  Achieve scalability while maintaining accuracy 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CLEANSE: Sensors and  
Correla:on System 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CLEANSE: Botnet Research at Georgia Tech 

DNS 

Botmaster 

DNSBL 
Datamining 

Honeynets 
Spamtraps 

Correla6on 
Analysis 

Monitored 
Enterprises 
ISPs 

Virus 

C&C 

BotHunter 
BotSniffer 
BotMiner 



CLEANSE Research Highlights: 
Dynamic DNS and  
Recursive DNS  
Monitoring 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Dynamic DNS Monitoring: Overview 

www.hackers.com 
10.0.0.1 

(Rallying box) 

Dynamic 
DNS 

V1 

V2 

V3 

V4 

V5 

Vic:m Cloud 

1: propagate; 
“www.hackers.com”  
coded in malware 

2: www.hackers.com?” 

1 

3: 10.0.0.1 

4 

! 
3’: Anomalous look‐up  
paberns: botnet domain; 
DynDNS updates 
to point to GT sinkhole 

Georgia Tech 
Sinkhole 

4’ 

4’ 



DDNS Use by Botnets 
•  Observa:on 1: hard‐coded C&C domain (string) 

–  Domain name purchases use traceable financial 
informa:on.  Mul:ple 3LDs can use DDNS service with one 
package deal 

–  Thus: financial and stealthy mo:ves for botnet authors to 
“reuse” SLD with numerous similar/clustered 3LDs 

botnet1.evilhacker.org 
botnet2.evilhacker.org 
botnet3.evilhacker.org 

… 

SLD 

3LDs 



Clustered 3LD Look‐ups 

•  Cluster the 3LDs under a SLD based on their 
similari:es on names, and subnets of resolved IPs. 

•  Sum up the look‐ups to all domains within a cluster 

botnet1.evilhacker.org 
botnet2.evilhacker.org 
botnet3.evilhacker.org 

… 

SLD 

3LDs 



Clustered 3LD Look‐ups (cont’d) 



DNS Use by Botnets (cont’d) 

•  Observa:on 2: DNS look‐up behavior of 
botnets 
– Acer boot, bots immediately resolve their C&C 

•  Exponen:al arrival (spike) of bot DNS requests, because 
of :me zones, 9 a.m./5 p.m. schedules, etc. 

– Normal DNS look‐up behavior is a lot smoother 
•  Human users don’t all immediately check the same 
server right acer boot 



Look‐up Arrival Rate (cont’d) 



Other Observa:ons/Features 

•  Frac:on of TTL viola:ons 
– E.g., more than one query to SOA within TTL 

•  Source IP dispersion in DNS look‐ups 
– Local or global popularity of the domain 

•  Resolved IP dispersion 
– Distributed in many different networks? 

•  Number of :mes resolved IP changed 

•  … 



Classifica:on 

•  A vector of sta:s:cal features, based on these 
observa:ons, describes the look‐up behavior 
of a DNS domain/cluser 

•  Use labeled training dataset to construct a 
sta:s:cal classifier  
– We obtained DNS query data from DDNS provider; 
hand iden:fied (e.g., matched with malware 
analysis results, published lists, etc.) the many 
hundreds of botnets for ground truth to create 
labeled data 



One‐Class Classifier (cont’d) 



Two‐Class Classifier 



RDNS Monitoring 

•  Analyze DNS traffic from internal hosts to a 
recursive DNS server(s) of the network 

•  Detect abnormal paberns/growth of 
“popularity” of a domain name 
–  Iden:fy botnet C&C domain and bots 



RDNS Monitoring (cont’d) 

•  Common means of botnet propaga:on: 
(worm‐like) exploit‐based, email‐based, and 
dry‐by egg download 

•  Studies showed: 
– Exploit‐based propaga:on: the number of infected 
machines grow exponen:ally in the ini:al phase 

– Email‐based propaga:on: exponen:al or linear 
–  (no known model for dry‐by egg download) 



Anomalous Domain Names 

•  Botnet‐related domains usually contain 
random‐looking (sub)strings 
– Many/most sensible domain names have been 
registered (for legi:mate use) 

–  In par:cular, botnet domain name 3LD ocen looks 
completely random, and the domain name tends 
to be very long 

– E.g. wbghid.1dumb.com, 00b24yqc.ac84562.com 



Popularity Growth of the Suspicious 
Names 

•  Monitor for “new and suspicious” domain names 
that enjoy exponen:al or linear growth of interests/
look‐ups 
–  Train a Bloom filter for N days to record domain names 
being looked‐up, and a Markov model of all the domain 
name strings 

•  On the N+1 day, consider a domain “new” if it is not in the Bloom 
filter; and if it does not fit the Markov model, it is also “suspicious” 

–  Treat the sequence of look‐ups to each new and suspicious 
domain (on the N+1 day) as a :me series 

–  Apply linear and exponen:al regression techniques to 
analyze the growth of number of look‐ups 



RDNS Monitoring (cont’d) 

•  One month (2007) in a large ISP network 
•  ~1,500 botnet domain names 
•  11% of computers on the network looked‐up/
connected to these domains 
– Bots! 



DNS Monitoring:  
Dealing with False Posi:ves 

•  Reviews by “abuse” analysts (ISPs) 
•  White‐lis:ng of known legi:mate domains 

•  “Suspicious” domains as input to other 
network sensors, e.g., BotHunter 
– Analyze traffic from hosts that connect to the 
domains 
•  Connec:ons/ac:vi:es that suggest C&C dialogues, 
scans, spam run, etc. 



CLEANSE Research Highlights: 
BotMiner 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Why BotMiner? 
•  Botnets can change their C&C content (encryp:on, 
etc.), protocols (IRC, HTTP, etc.), structures (P2P, etc.), 
C&C servers, infec:on models … 

Introduction 
BotMiner 
Conclusion 

Example: Nugache, Storm, … 



BotMiner: Protocol‐ and Structure‐Independent Detec:on 

Enterprise-like Network 

Horizontal correlation 
- Bots are for long-term use 
-  Botnet: communication and 
activities are coordinated/similar 

Introduction 
BotMiner 
Conclusion 

Internet 



A Defini:on of a Botnet 
•  “A coordinated group of malware instances that are 
controlled by a botmaster via some C&C channel” 

•  We need to monitor two planes 
–  C‐plane (C&C communica:on plane): “who is talking to 
whom” 

–  A‐plane (malicious ac:vity plane): “who is doing what” 

Introduction 
BotMiner 
Conclusion 



BotMiner Architecture 

Introduction 
BotMiner 
Conclusion 



BotMiner C‐plane Clustering �

•  What characterizes a communication flow (C-
flow) between a local host and a remote service?  
–  <protocol, srcIP, dstIP, dstPort> 

Introduction 
BotMiner 
Conclusion 



How to Capture “Talking in What Kind of Paberns”?�

•  Temporal related 
sta:s:cal distribu:on 
informa:on in 
–  BPS (bytes per second)�
–  FPH (flow per hour) 

•  Spa:al related sta:s:cal 
distribu:on informa:on 
in 
–  BPP (bytes per packet) 
–  PPF (packet per flow) 

Introduction 
BotMiner 
Conclusion 



Two‐step Clustering of C‐flows 

•  Efficiency 
•  Two steps: 

–  Coarse‐grained clustering 
•  Using reduced feature space: mean and 
variance of the distribu:on of FPH, PPF, BPP, 
BPS for each C‐flow (2*4=8) 

•  Efficient clustering algorithm: X‐means 

–  Fine‐grained clustering 
•  Using full feature space (13*4=52) 

Introduction 
BotMiner 
Conclusion 



A‐plane Clustering 

•  Capture “ac:vi:es in what kind of paberns” 

Introduction 
BotMiner 
Conclusion 



Cross‐plane Correla:on 

•  Botnet score s(h) for every host h 

•  Similarity score between host hi and hj 

•  Hierarchical clustering 

Ai Aj 

Two hosts in the same A-clusters and  
in at least one common C-cluster are  
clustered together 

Introduction 
BotMiner 
Conclusion 



Evalua:on Traces 

Introduction 
BotMiner 
Conclusion 



Evalua:on Results: False Posi:ves�

Introduction 
BotMiner 
Conclusion 



Evalua:on Results: Detec:on Rate�

Introduction 
BotMiner 
Conclusion 



Conclusion 

•  CLEANSE aims to develop a detec:on 
framework to secure the Internet against 
large‐scale and coordinated layer‐8 abacks by 
botnets and other/future forms of 
compromises 
–  Iden:fy the basic network services necessary for 
large‐scale abacks 

– Develop new analysis and detec:on algorithms to 
monitor these services 

– Collaborate with government and industry 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