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Question: it a large-scale quantum computer is not built
yet, why do we need these schemes deployed now?



Started from the bottom (in 2016), now (exactly 3 weeks ago) we here...
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Table 4. Algorithms to be Standardized

Public-Key Encryption/KEMs Digital Signatures
CRYSTALS-KYBER CRYSTALS-Dilithium
FALCON
SPHINCS*

Table 5. Candidates advancing to the Fourth Round

Public-Key Encryption/KEMs Digital Signatures
BIKE
Classic McEliece
HQC
SIKE

Question: how do we know these schemes are all
quantum secure?



A brief history of
Diffie-Hellman key exchange

Question: why do we need public key cryptography?



Diffie-Hellman key exchange (circa 19/6)

g = 1606938044258990275541962092341162602522202993782792835301301
g = 123456789

g®modq = 7846737452942265357975459631985270257549969298008577794859>

s%OO48104293218128667441021342483133802626271394299410128798 = g®” mod q



Index calculus

solve  g*¥=h (modp)
e.qg. * =37 (mod 1217)

- factor base p; = {2,3,5,7,11,13,17,19}, #p; =8
- Find 8 values of k where 3% splits over p;, i.e., 3% = +[[p; mod p

(mod 1217) (mod 1216) (mod 1216)
1 — —

324 = i22 713 1=L(3) f% = %16
b5 = 24 = 608 + 2 - L(2) + L(7) + L(13) =

325 = 5 = L(5) = 819

330 = _2. 52 25=3-L(5) L(7) = 113

334 — _3.7.19 ‘ 30 = 608 + L(2) + 2 - L(5) L(11) = 1059
sy 34 = 608 + L(3) + L(7) + L(19) =

354 = _5.11 iy L(13) = 87
- 4 =608+ L(5) + L(11) =

371 = _17 S Z o) L(17) = 679

387 = 13 = (17) L(19) = 528

87 = L(13)



Index calculus

solve  g*=h (modp)
eg. 3*=37 (mod1217)

L(2) =216 Now search for j such that g/ - h = 37 - 37 factors over p;
L3 = 819 316 .37 = 23.7.11 (mod 1217)
LL(§71))§11%)359 L(37)=3-L(2)+L(7)+L(11) —16 (mod 1216)
2 =3-216 + 113 + 1059 — 1

L(19) = 528 = 588

| | / /3. /
Subexponential complexity Lp[1/3, (64/9)1/3] — e((64/9)1 3+o(1))(ln(p))1 3.(Inln(p))?/3



Diffie-Hellman key exchange (circa 2016
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g = 123456789
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a 854668595594034093493637562451078938296960313488696178848142491351687253054602202966247046105770771577248321682117174246128321195678
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Difflie-Hellman key exchange (cont.)

Individual secret keys secure under Discrete Log Problem (DLP): g,g* » x
Shared secret secure under Diffie-Hellman Problem (DHP): g, g%, g° — g%?

Fundamental operation in DH is group exponentiation: g,x - g*
.. done via “square-and-multiply”, e.g., (x), = (1,0,1,1,0,0,0,1 ...)

We are working “mod q", but only with one operation: multiplication

Main reason for fields being so big: (sub-exponential) index calculus attacks!



DH key exchange (Koblitz-Miller style

T all we need is a group, why not use elliptic curve groups?
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Elliptic Curve Cryptosystems Use of Elliptic Curves in Cryptography

By Neal Koblitz

s i Victor 5. Miller

Thin puguer i eakcated i Danief Shanks on the excusion of his ver

Alsract. We discuss analogs based on elliptic curves ower finite Gelds of public key Exploratory Compuzer Science, I1BM Rescarch, P.0. Box 218, Yormown Heigas, NY 16538

cryplosystems which use the multiplicative group of a finite ficld. These elliptic curve

cryplosystems may be more secure. because the analog of the discrete logarithm problem on ABSTRACT

elliptic curves s bikely 1o be harder than the classical discrete logarithem problens, especially

over GFi2"). We discuss the question of primitive points on an ellipsic curve modulo p. and We discuss the use of elliptic curves in cryptography. In particular, we propose an analogue of the
give u theorem on nonsmoothness of the order of he cyclic subgroup generated by a global

Diffic-Hellmann key exchange protocol which appears to be immune from attacks of the style of

point

Western, Miller, and Adleman. With the current bounds for infeasible attack, it appears to be

1. Introduetion. The earliest public key cryptosystems using number theory were about 20% faster than the Diffic- Hellmann scheme over GF(p). As computational power grows,
based on the structure either of the multiplicative group (Z,/N Z)* or the multiplica- this disparity should get rapidly bigger.

tive group of a finite field GF{g), g = p". The subsequeni construciion of analogous
systems based on other finite Abelian groups, together with H, W, Lenstra's success
in using elliptic curves for integer factorization, make it nawral to swdy the
possibility of public key cryptography based on the structure of the group of points
of an elliptic curve over a large finite field. We first briefly recall the facts we need
about such clliptic curves (for more details, see (4] or [5]). We then deseribe elliptic
curve analogs of the Massey-Omura and ElGamal systems. We give some concrete
examples, discuss the question of primitive poinis, and conclude with a theorem
concerning the probability that the order of a cyclic subgroup is nonsmooth.

I would like to thank A. Odlyzko for valuable discussions and correspondence,
and for sending me a preprint by V. 8. Miller, who independently arrived at some
similar ideas about elliptic curves and cryptography.

2. Elliptic Curves. An elliptic curve £, defined over a field K of characteristic
# 2 or 3 is the set of solutions (x, y) € K* to the equation

{n yVi=x'tax+h  abek

(where the cubic on the right has no multiple roots). More precisely, it is the set of
such solutions together with a “point at infinity” (with homogeneous coordinates
(0,1,0): if K is the real numbers, this corresponds 1o the vertical direction which the
tangent line 1o E, approaches as x — o). One can start ouwt with a more com-
plicated general formula for £, which can easily be reduced 1o (1) by a linear
change of variables whenever char K # 2.3, If charK = 2—an important case in
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Rationale: “it is extremely unlikely that an index calculus attack on the elliptic curve
method will ever be able to work” [Miller, 85



NIST Curve P-256
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This collection of elliptic curves is recommended for Federal govern-

P

b

G,

G,

Curve P-256
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3415290314195533631308867097853951
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5ac635d8
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6b17d1£2
2deb33a0

4fe342e2
6b315ece

139d26Db7 819£7e90

2985be94 03cb0565¢
af317768 0104fald
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4213945 d898¢c296
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cbb64068 37bf51f5



EFCDH key exchange (1999 — nowish)

p = 2256 _ 2224— + 2192 + 296 —1
p = 115792089210356248762697446949407573530086143415290314195533631308867097853951

s a7 — 43
#E = 115792089210356248762697446949407573529996955224135760342422259061068512044369

P = (48439561293906451759052585252797914202762949526041747995844080717082404635286,
36134250956749795798585127919587881956611106672985015071877198253568414405109)

[a]P = (84116208261315898167593067868200525612344221886333785331584793435449501658416,
102885655542185598026739250172885300109680266058548048621945393128043427650740)

[b]P = (101228882920057626679704131545407930245895491542090988999577542687271695288383,
77887418190304022994116595034556257760807185615679689372138134363978498341594)
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Diffie-Hellman instantiations

DH ECDH SIDH
Elements integers g modulo | points P in curve curves E in
orime group isogeny class
Secrets exponents x scalars k Isogenies ¢
computations g,x — g* k,P — [k]P ¢, E - ¢p(E)
hard problem given g, g* given P, [k]P given E, ¢(E)
find x find k find ¢




Pre-quantum (classical) ECC

P kv |k

\ GIF: Wouter Castryck



Post-quantum ECC

ic/?p=7404

.be/cos

at.kuleuven

https://www.es

W. Castryck (GIF): “Elliptic curves are dead: long live elliptic curves”


https://www.esat.kuleuven.be/cosic/?p=7404

Elliptic curves and isogenies



group (G,4+) can do + —

rng (R, +, X) cando+ — X

field (F 4+, X) cando+ — X —



T you've never seen an elliptic curve before....

Remember: an elliptic curve is a group defined over a field

elliptic curve group (E,D) can do €

AS,

underlying field (K, +, X) can do

X =+

operations in underlying field are used and combined to

compute the elliptic curve operation @




BOring curves
fx,y) =0 o fXY,Z)=0

Degree 1 (lines)
ax + by =c ab + 0

Degree 2 (conic sections)
ax®+bxy+cy*+dx+ey+f=0 abc # 0

e.q., ellipses, hyperbolas, parabolas

« "Genus” measures geometric complexity, and both are genus 0
« We know how to describe all solutions to these, e.g., over (exts of) Q

« Not cryptographically interesting



Elliptic curves

« Degree 3 is where all the fun begins...

3 exZ

ax3 + bx?y + cxy* + dy

N

fxy+gy*+hx+iy+j=0

ch(K) # 2,3

E/K: y?’=x’+ax+b 4mmm [ specified

Elliptic curves & genus 1 curves

by K,a, b

Setis = points (x,y) € K X K satistying above eqguation
Geometrically/arithmetically/cryptographically interesting
Fermat’s last theorem/BSD conjecture/ ...



Elliptic curves

« Cubiccurves E/K : y?=x3+ ..

« Old school ECC
- K is a finite field I,
- Curve fixed once-and-for-all
- Group elements are points e.g. P = (xp, yp) and Og

« Fundamental operation is scalar multiplication
-P - [n]P
-S=[n]P = (x5, ¥5) = (f(xp), g(xp, yp) )

ECDLP: given P,S € E,findn € Z

Elliptic curves are algebraic and geometric




[somorphisms and j-invariants

« Two elliptic curves are isomorphic iff they have the same j-invariant

256(a3-3)°
a’—4

eqg. Eg:y*=x3+ax*+x has j(E,) =
Let K = F 342, Where Fya2 = Fuz.(i) and i +1=0.

The curves E = Eyggir161 aNd E' = E{79i4162 Nave j(E) = 364i + 304 = j(E'), so...

E =E'
Y : E-E, (x,y) ~ ((66i + 182)x + (300i + 109), (122i + 159)y)
Y 1:E S E, (x,y) » ((156i + 40)x + (304i + 202), (419i + 270)y)

Y(0g) = O, and Y~1(0gr) = O (trivial kernel)




[sogenies

« |sogenies are more general maps between elliptic curves

e.g.: E,:y?>=x3+(208i + 161)x* +x  has j(E,) = 364i + 304
E, :y?=x3+ (102i + 423)x*+x  has j(Eg) = 344i + 190

¢: E, - E,

x((350i + 68)x — 1) _ | (x2 — (269i + 126)x + 1)
22 < (- @50i+e8) 0oL 260) (x — (350i + 68))° >

Now kernels are non-trivial ker(¢) = {0, ((350i + 68),0)} and j(E,) # j(E,) in general!

« Seperable isogenies & kernels

« Vélu's formulas: input E and any subgroup G, outputs E’ and ¢.

« deg(¢p) = |G| - Velu's formulas are O(|G|) for prime |G|

* ¢1:E; > Eyand ¢ ¢ B, o E3, deg(o, o ¢1) = deg(¢,) - deg(¢q)

» [sogenies are (algebraic and geometric) morphisms: ¢(P + Q) = ¢(P) + ¢(Q)



Keeping it simple
« Whether its [n]: E = E, or ¢,: E = E’, we always have

o, y) = (fx),cy f'(x)

for some constant c.
So it's easier to ignore y-coordinates and work with

(X, _) = (f(X), _)

« Happily, this is also what is fastest/simplest/done in state-of-the-art classical and
post-quantum ECC!

 Fortunately, we only need n = 2 and n = 3 to do SIDH!



Explicit formulas

(1/a,0)

D

/

ker(¢2)

(0,0)

&/



SIDH
(Supersingular Isogeny Diffie Hellman)

https://eprint.iacr.org/2019/1321.pdf

Question: why do we need elliptic curves and isogenies it
all we need is expander graphs?


https://eprint.iacr.org/2019/1321.pdf

e.g. supersingular isogeny graph — the nodes

~ @ @
©
@ ® o

364i + 304 .l
lE 87i + 190

Sa4i + 190 306i + 426
209i + 118

389i + 141

p:= 431 there are 37 supersingular ji's (all over F2: = F, (i), i* + 1 = 0)









Curse of the small example

- 364i + 304 I ‘

I ‘ 87i + 190
306i + 426

o

G
p = 431

-m ‘ 344i + 190 ‘
‘ ‘ 209i + 118

@



Coulduse ¥ =50rf =7 |—||gher,€ 7

.. etc, but these isogenies

are not Isz -rationall
‘ ‘ =2

6

p= 431 =213 1 @ - i
chosen so that all curves in \

ey SO

©

Choose 2¢ ~ 3/




Params: starting curve and generator points

Ep: y2=x3+Ax? +x
A = 329i + 423 @

j =87i+190 @
@)

#E,(Fp2) = (p + 1)?
- (@)

E= Ty XZpyq _
344i + 190 3061+ 426

©

P, = (100i + 248,304i + 199) .
Qs = (426i + 394,511 + 79) 2091+ 118
Py = (358i +275,410i + 104)
Qg = (20i + 185,281 + 239)
471 —
E[2%] = (P4, Qa) 389i + 141 -

E[3°] = (P, Qp)




Alice destinations: possible* 2*-isogenies O

P, = (100i + 248,304i + 199)
Q4 = (42610 + 394 ,51i + 79)

Ka

Sk = Py + [kalQa

O© 0 NN O Ul » W N P O

e o Y SN
ur A W N RO

(100i + 248, 304i + 199)
(430i + 163, 44i + 326)
(165i + 278, 313i + 113)
(34i + 202, 310i + 65)
(320i + 395, 238i + 205)
(413i + 322, 315i + 91)
(235i + 98, 316i + 321)
(59i + 224 ,312i + 7)
(390i + 349, 294i + 408)
(56i + 391, 289i + 129)
(183i + 238, 188i + 246)
(271i + 79, 153i + 430)
(352i + 382, 154i + 380)
(63i + 162, 350i + 229)
(300i + 111, 285i + 10)
(204i + 139, 166i + 207)

Ey

4 = Eo/(Sk,)

E
Eg I 87i + 190
E,

2
344i + 190 E, 306i + 426

o Eo 209i + 118 ‘

Ell
389i + 141 -

G t




Alice destinations: possible* 2*-isogenies O

P, = (100i + 248,304i + 199)
Q4 = (42610 + 394 ,51i + 79)

Ka

Sk = Py + [kalQa

O© 0 NN O Ul » W N P O

e e = Y SNy Y
ur A W N RO

(100i + 248, 304i + 199)
(430i + 163, 44i + 326)
(165i + 278 ,313i + 113)
(34i + 202, 310i + 65)
(320i + 395, 238i + 205)
(413i + 322, 315i + 91)
(235i + 98, 316i + 321)
(59i + 224 ,312i + 7)
(390i + 349, 294 + 408)
(56i + 391, 289i + 129)
(183i + 238, 188i + 246)
(271i + 79, 153i + 430)
(352i + 382, 154i + 380)
(63i + 162, 350i + 229)
(300i + 111, 285i + 10)
(204i + 139, 166i + 207)

Ey

4 = Eo/(Sk,)

£
344i + 190

E
Eg I 87i + 190
E,

E, 306i + 426
o Eo 209i + 118 ‘

-= N
Eqq
389i + 141

G t




Bob destinations: possible* 32-isogenies

P, = (358i +275,410i + 104)
Q4 = (20i +185,281i + 239)

E4

8

E; E
E

E ‘ 87i+ 190
23 E8

E;

1
7

209i+ 118
Eg
Eze

Ei3
- Eis
389i + 141




Bob destinations: possible* 32-isogenies

P, = (358i +275,410i + 104)
Q4 = (20i +185,281i + 239)

E4

8

E; E
E

E ‘ 87i+ 190
23 E8

E,

1
7

209i+ 118
Eg
Eze

Ei3
- Eis
389i + 141




Alice’s key generation &

S=(271i + 79, 153i + 430)

364i + 304 I -=
DO ()G Goire o>

209i + 118

389i + 141 -

©




Alice’s key generation &

S=(271i + 79, 153i + 430)

[2]

<& @@

&~
D

v ‘ 306i + 426
[8]S= (18i + 37, 0)
‘E 209i + 118

CO
+
(U
O
)

©

389i + 141




Alice’s key generation &

S=(271i + 79, 153i + 430)

o ® @

@-

& 107 $o
87i + 190

[2]
e =

[8]S= (18i + 37, 0)

209i + 118
$o : Eo = E;
ker(¢py) = ((18i + 37, 0)) -

j(Ey) =107 -

2]

v 364i + 304

©




Alice’s key generation &

N\ o ©
bo(S)= (157i + 156, 231i + 353) @

3641 + 304
& 107 $o -=
87i + 190

209i + 118

389i + 141 -

©




Alice’s key generation &

N\ o ©
bo(S)= (157i + 156, 231i + 353) @

)

v 3641 + 304 .H
@ & 107 Po
87i + 190
v Sadi + 190 306i + 426
[4]¢0(S)= (100i + 80, 0)

‘E 209i + 118

389i + 141 -

©




Alice’s key generation &

N\ o © @)
$0(S)= (157i + 156, 231i + 353) @ ‘
. ‘ O @

v 364 + 304 @

@ ’
X[Z]/
344i+ 190

©

[4]$0(S)= (100i + 80, 0)

@

"

b1 By
ker(q51)1= ((110_0)1' +280 ,0)) @

j(E,) = 344i + 190 SR




Alice’s key generation &

Po

N

P1

N

P1(Po(S))= (157i + 156, 231i + 353)

306i + 426

@

389i + 141




Alice’s key generation &

Po

N

P1

N

P1(Po(S))= (157i + 156, 231i + 353)

2]

N7

[2]¢1(¢o(S))= (317i + 131, 0)

306i + 426

‘@ @ —
389i + 141




Alice’s key generation &

Po

N

P1

N

P1(Po(S))= (157i + 156, 231i + 353)

2]

N7

[2]¢1(¢o(S))= (317i + 131, 0)

¢, E, - E;

ker(¢p,) = ((317i + 131, 0))

G 0
j(E3) = 350i + 65




Alice’s key generation &

¢
<# o ©
) (ns) ()
e o
¢

$2(¢1(¢0(5)))= (208i + 177, 0)

389i + 141




Alice’s key generation &

o o &
o @
o

v 364i + 304
(1) P Gre )

: “

$2($1(Bo(S))= (208i + 177 ,0)
¢3: E3 = Ey
ker(¢s) = ((208i + 177, 0))

j(E,) = 222i+ 118

222i+ 118




summary

N

k=1

%

Alice’'s key generation

Sa =Py +1[11]Qy ———> E4 = Ey/(Sa)

Out
>



Bob's key generation

S= (122i + 309, 291i + 374)




Bob's key generation

S= (122i + 309, 291i + 374)

[3]

N

S= (23i + 37, 4i + 302)




Bob's key generation

S= (122i + 309, 291i + 374)

[3]

X[g]/
[9]S= (23i + 37, 4i + 302)
¢o : Eo = E;

ker(¢o) = ([9]S)
j(E)) = 106i + 379

©

364i + 304 I
bo

E 871 + 190

344i + 190 ‘ 306i + 426
209i + 118

389i + 141 -



Bob's key generation Q

0

@ ) @

Po

N

¢o(S)=(277i + 234,183i + 90)

364i + 304

209i+ 118

389i + 141




Bob's key generation Q

e

¢o(S)=(277i + 234,183i + 90)

[3]
N

[3]60(S)= (12i + 410, 263i + 350)

0

@

364i + 304

209i+ 118

389i + 141




Bob's key generation

Tl 0;“

4i + 304
$o(S)= (277 + 234, 183i + 90) ‘

re190> - .
v .@ 344i + 190 3-0-6 T

[3]¢0(S)= (12i + 410, 263i + 350) 209 118 ‘@
+
¢$,:E o E; IH ‘G
ker(¢1) = ([3]9(S)) @

j(E) = 325i + 379




Bob's key generation

" D
N

bo(S)= (277i + 234, 183i + 90)
0B}
- 3061 + 426
209i + 118

b1(o(S))= (422i + 207, 358i + 249)
G i




Bob's key generation Q

. ® @ 0
N
bo(S)= (277i + 234, 183i + 90) ‘ ‘
87i +190 b,
b1

v - 306i + 426

b1(po(S))= (422i + 207, 358i + 249)

¢t Ey = E; II

ker(¢,) = (91 (9o(S)))
j(E3) = 344i + 190




summary

Bob's key generation

N out
k = 2> Sp=Pg+|2]Qg ———> Eg = Eyx/{Sp) .>




Auxiliary points

Alice’s public key: EA
P4 (Eo)

Bob's public key: Eg
[l
Pp(Eo)




Auxiliary points H H

Alice’'s public key: EA P o
b4 (Eo) ba(Pp)  $a(UB)

Bob's public key: Ep Ps 4 Op 4
¢p(Eo)  Pp(Pa)  $p(Qa)




Exchanging public keys & < S >Q

()
® @

364i + 304
IH 87i + 190 -

306i + 426
209i + 118
389i + 141
222i+ 118

©

D




Alice’s shared secret @

Sy = ¢p(Py) + [kalPpp(Qa)




Alice’s shared secret @

Sy = Pg(Py) + [ks]d5(Q,) @

364i + 304 I .=
lE 871 + 190

IE 209i+ 118

389i + 141




Alice’s shared secret @

Sy = Pg(Py) + [ks]d5(Q,) @

87i + 190 -
TR ‘ 306i + 426

&3
lE 2091 + 118

389i + 141




Alice’s shared secret

Sy = ¢p(Py) + [kalPpp(Qa)

344i + 190
209i + 118 adz

306i + 426

e

389i + 141



Alice’s shared secret @

Sh= Gp(Ba) + [kalpp(Q)
0 =
(1)

lE 87i + 190 -

364i + 304

@ 344i + 190 306i + 426
ey () ©
234

389i + 141 6

©




Bob's shared secret

Sy = ¢p(Py) + [kalpp(Qa)

Sp = $a(Pg) + [kpldpa(Qp)

364i + 304 .H
IH 87i + 190

344i + 190 i




Bob's shared secret Q

Sy = ¢pg(Py) + [kalpp(Qa) @
(=)

WRCED

364 + 304
! 87i +190

209 + 118 @ @

@ @

DN @n © @ o
Sh = $a(Pa) + [k $a(Qp)




Bob's shared secret Q

Sy = ¢Pg(Py) + [k4]bs(Ql) @
(=) ()

364 +304
! 87i +190

209 + 118 @ @

@ @

DN @n © @ o
Sp = Pa(Pg) + [kplpa(@p)




Bob's shared secret

Sy = ¢Pg(Py) + [k4]bs(Ql) @ @
/

364i + 304

209i + 118 @
'@ 234

Sg = ¢pa(Pg) + [kglda(Qp) =

6
&
®

©




Why does it work?

Sa = ¢p(Pa) + [kalPpp(Qa)
Sa = ¢p(Ba) + P([kal Qa)
Sa = Pp(Patlkal Qu)
Sa = $5(Sa)

ba = L1/(Sa)

quM ¢;’;M
oy

Ep

¢p = E5/(Sp)
51’9 = $a(Sp)
Sp = Pa(Pe+(ks]Qp)

Sp = $a(Pp) + Pa([k5]Qp)
Sp = Pa(Pp) + [kglda(Qp)

364i + 304

@

87i + 190

2091 + 118 @
234

389i + 141




SIDH/SIKE in the real worla

Clock cycles to compute ¢

orime PK (bytes) | (x 10°)i7-6700 Skylake
’” & | @
toy example 2433 —1 7 € €
SIKEp434 22163137 _ 1 330 92 98
SIKEp503 22503159 _1q 378 142 157
SIKEp610 23053192 1 462 295 297
SIKEP751 23723239 _ 1 564 468 503

https://sike.org/

https.//www.microsoft.com/en-us/research/project/sike/

https:.//csrc.nist.gov/projects/post-quantum-cryptography



https://sike.org/
https://www.microsoft.com/en-us/research/project/sike/
https://csrc.nist.gov/projects/post-quantum-cryptography

Cryptanalysis of the SSI problem






Claw algorithm

Given E and E' = ¢(E), with ¢ degree #¢, find ¢



Claw algorithm

Compute and store £¢/2-isogenies on one side



Claw algorithm

Compute and store £¢/2-isogenies on one side



Claw algorithm

... until you have all of them



Claw algorithm

Now compute £¢/2-isogenies on the other side ®



Claw algorithm

.. discarding them until you find a collision. ®



Claw algorithm

.. discarding them until you find a collision. ®



Claw algorithm

.. discarding them until you find a collision. ®



Claw algorithm

Collision will most likely be unigue shortest path ®



Claw algorithm

This path describes secret isogeny ¢ : E — E’



Claw algorithm: theoretical analysis

* There are 0(£¢/?) curves £¢/2-isogenous to E’ (the blue nodes @)

thus 0(£¢/?) = 0(p/*) classical memory

» There are 0(£¢/?) curves £¢/2-isogenous to E' (the blue nodes @), and
there are 0(€%/?) curves £¢/?-isogenous to E (the purple nodes @)

thus 0(£¢/?) = 0(p'/*) classical time

» Best (known) attacks: classical 0(p'/*) and quantum 0 (p1/®)
» Confidence: both complexities are optimal for a black-box claw attack



Claw algorithm: practical analysis

* In practice we do not have 0(p1/*) storage (combining the whole
planet’s storage capabilities

« VOW algorithm: meet-in-the-middle with a fixed memory bound

2.5 p3/8

m.\/W

(m processors, w storage units, t time to compute isogeny)

* VOW runtime: very close to -t On average

» Quantum in practice: does not help!



SIDH/SIKE security summary

* Setting: supersingular elliptic curves E /IF,,2 where p is a large prime

 Hard problem: Given P,Q € E and ¢(P), $(Q) € ¢p(E), compute ¢

(where ¢ has fixed, smooth, public degree)

» Theoretical best (known) attacks: classical 0(p'/*) and quantum 0(p/®)

e ... but in practice: vVOW classical attack is best (quantum doesn’t help)




Questions?




