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Let E be an elliptic curve over a �nite �eld F .

In cryptography, we want the order

jE(F)j
to be prime, or nearly prime (in the sense that

it is a prime times a small number).

How likely is this?

In this talk, we will explore conjectural answers

as well as provable results.
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Several approaches:

(a) We can consider all elliptic curves over F

and compute how many have prime order

(b) We can consider one elliptic curve, say over

Q , and determine the primes p for which it

has prime order over the �nite �eld Fp of p

elements.

In other words, we can �x the prime p and vary

the curve E or we can �x the curve E and vary

the prime p.

For the most part, we shall restrict our atten-

tion to (b).
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We study the quantity

�(E; x) = #fp � x;E(Fp)has prime orderg:

At the outset, there is a constraint coming

from torsion:

E(Q )tors ,! E(Fp):

This implies that the order of E(Fp) is divisible

by the order of the rational torsion.
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For example, for the curve

y2 = x(x� 1)(x+1)

we will have

4jjE(Fp)j
at all primes of good reduction. Similarly, for

the curve

y2 + y = x3 � x2

we will have

5jjE(Fp)j
for all primes of good reduction.

So in what follows, we shall suppose that

E(Q )tors = fOg:
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We have

gcdp jE(Fp)j = lcmE0�E over Q jE0(Q )torsj:

Hence, we should actually assume that both

sides are equal to 1.

We also suppose that E does not have complex

multiplication.
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Conjecture of Koblitz (1988):

There exists a constant CE > 0 so that

�(E; x) � CE
x

(log x)2
:

In this conjecture, there are two aspects:

(a) the growth as a function of x

(b) the constant CE

and both are mysterious.
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Heuristics for the growth in x:

Let

Np = jE(Fp)j = p+1� ap:

By Hasse's bound, we have

p+1� 2
p
p � Np � p+1+ 2

p
p:

If Np is a random integer in this interval, the

probability that it is prime is

� c

log p

for some constant c. Hence, the number in

question should be

X
p�x

c

log p
� cx

(log x)2

by the Prime Number Theorem.
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This has to be adjusted since the Np are not

quite random.

There are two kinds of constraints:

(a) Archimedean: Sato-Tate conjecture

(b) Non-archimedean: `-adic representations

The e�ect of these constraints is di�erent de-

pending on whether E has or does not have

complex multiplication.
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Suppose that E does not have complex multi-

plication, that is

End E = Z:

Let I be an interval in [�1;1]. Then, the Sato-
Tate conjecture predicts that

#fp � x :
Np � (p+1)

2
p
p

2 Ig �
�
c
Z
I

q
1� x2dx

�
�(x)

where c is an explicit constant (not depending

on I or E).
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For a prime `, let K` denote the �eld obtained

by adjoining to Q the coordinates of points in

E of order dividing `.

K` is a Galois extension of Q . Let us denote

the Galois group by G`.

By a theorem of Serre, for large ` (depending

on the curve),

G` = GL2(F `):

The Chebotarev density theorem implies that

#fp � x : Np � 0 (mod `)g � Æ(`)�(x)

where Æ(`) is the fraction of elements in G`
that have an eigenvalue equal to 1.
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In particular, if G` = GL2(F `), then

Æ(`) =
`2 � 2

(`2 � 1)(`� 1)
=

1

`
+

1

`2
+ O(

1

`3
):

Thus, we might expect that

CE = C1 �
Y
`

Æ(`)�
1� 1

`

�:

For example, if E is the curve

y2+ y = x3 � x

then Y
`

Æ(`)�
1� 1

`

� ' :5052:
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In the case of complex multiplication, the con-

stants have to be modi�ed. Let K be the �eld

of multiplication. Then, we know that if the

prime p does not split in K,

Np = p+1:

Easy problem: How often is p+1 prime?

Hard problem: How often is (p+1)=2 prime?

Hardy-Littlewood Conjecture: The number of

primes p � x such that (p+ 1)=2 is also prime

is

�
Y
`�3

 
1� 1

(`� 1)2

!
x

(log x)2
:



13

Koblitz conjectures that the number of primes

p � x that split in K and for which E(Fp) has

prime order is

� CE
x

(log x)2

where again, CE is a product of local densities.

In this talk, we use sieve methods and the ef-

fective Chebotarev density theorem to prove

two results.
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This is joint work with S. A. Miri and appeared

in Indocrypt 2001.

Theorem 1: Assume the GRH. Let E be an

elliptic curve over Q without CM and satisfying

the above hypotheses on torsion. Then

#fp � x : jE(Fp)jhas at most 16 prime divisorsg
is

� x

(log x)2
:

Theorem 2: Assume the GRH. Then, except

for a set of primes p of density zero, jE(Fp)j
has � log log p prime divisors.
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The proof of Theorem 2 uses the normal order

method. Let us set

�(Np) = #distinct prime divisors of Np:

Then, X
p�x

�(Np) =
X
`�x

X
p�x

Np�0 (mod `)

1:

Now set

�(x; `) =
X
p�x

Np�0 (mod `)

1:

By the Chebotarev density theorem,

�(x; `) = Æ(`)�(x) + O(`3x1=2 log `Nx):
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Hence, with a parameter y to be chosen,X
`�y

�(x; `) = �(x)
X
`�y

Æ(`) + O(y4x1=2 logNxy):

Choosing

y = x
1
8��

the above is

�(x) log logx + O(�(x)):

Now for the remaining values of `,X
y<`�x

�(x; `) =
X
p�x

X
`jNp
y<`�x

1

and this is

� �(x):

Hence,X
p�x

�(Np) = �(x) log logx + O(�(x)):
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Similarly,X
p�x

�(Np)
2 = �(x)(log log x)2 + O(�(x)(log log x)):

Putting both of the above estimates together,

we deduce thatX
p�x

(�(Np)� log log p)2 � �(x) log log x:

Hence, given � > 0, we have

j�(Np)� log log pj < � log log p

except possibly for

� �(x)

�2 log log x

of the primes p � x.
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The proof of Theorem 1 uses Selberg's lower

bound sieve method. The general setup is as

follows.

Let

f : N �! Z

be a non-zero function.

Let

P = fp : p � xg
be the set of primes � x. For an integer d, set

Pd = fp 2 P : f(p) � 0 (mod d) g
We write

jPdj =
1

Æ(d)
jPj + Rd

where Æ is a multiplicative function, and Rd is

the \remainder".
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Let f�ng and f�ng be two sequences of real

numbers. Suppose that �n = 0 if either n is

not squarefree or n� 1.

Consider the quantity

S =
X
p2P

0
B@ X
djf(p)

�d

1
CA
0
B@ X
�jf(p)

��

1
CA
2

:

Then

S = jPjS + O(
X
m
(
X
djm

�d)(
X
�jm

j��j)2Rm):
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Here,

S =
X
m

X
(m;d)=1

�2(m)

Æ1(m)

�d
Æd

0
B@X
rjd

�(r)�rm

1
CA
2

and

Æ1 = Æ � �
and

�r = �(r)Æ1(r)
X
�

��r

Æ(�r)
:

By M�obius inversion, we can write the �� in

terms of �r:

�� = �(�)Æ(�)
X
r

�2(r�)

Æ1(r�)
�r�:

By appropriate choices of the �d and the �r,

we can get interesting results.
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Choose

�d =

8<
:1 if d = 1

0 if d > 1

and

�r =

8<
:�1 if r < z is squarefree

0 otherwise:

Then,

S =
X
m<z

�2(m)

Æ1(m)
�21

and

�� = �(�)Æ(�)�1
X

r<z=�

�2(r�)

Æ1(r�)
:
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Selberg's theorem gives

X
p2P

0
BB@ X
�jf(p)
�<z

��

1
CCA
2

= �21

0
@ X
m<z

�2(m)

Æ1(m)

1
A jPj

+ O(
X
m
(
X
�jm
�<z

j��j)2Rm):
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Now choose

�d =

8<
:1 if d is a prime < y

0 otherwise:

Then

S = �21
X
m<z

X
`<y
`6�m
`>z=m

�2(m)

Æ1(m)

1

Æ(`)
:
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Selberg's theorem gives

X
p2P

0
BBBBBB@

X
djf(p)
d<y

d prime

1

1
CCCCCCA

0
BB@ X
�jf(p)
�<z

��

1
CCA
2

= �21
X
m<z

�2(m)

Æ1(m)
fX 1

Æ(`)
gjPj

+ O(
X
m
(
X
djm
d<y
prime

1)(
X
�jm
�<z

j��j)2Rm):
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Hence,

X
p2P

0
BBBBBB@
2 � X

djf(p)
d<y

d prime

1

1
CCCCCCA

0
BB@ X
�jf(p)
�<z

��

1
CCA
2

= �21

0
BBB@
X
m<z

�2(m)

Æ1(m)
jPjf2�

X
`6jm

z=m<`<y

1

Æ(`)
g

1
CCCA+ error:

If we can ensure that the error is negligible
compared to the main term and that

2�
X
`6jm

z=m<`<y

1

Æ(`)
> 0

for some choice of parameters y and z, it will
follow that for many primes,

2 �
X
djf(p)
d<y

d prime

1 > 0:
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For these primes, f(p) has at most 1 prime

divisor < y.

Apply this with f(p) = Np. In this case, for

`� 1,

Æ(`) = ` + O(1):

Also, Æ is a multiplicative function.

We see that X
`6jm

z=m<`<y

1

Æ(`)
� X

`6jm
z=m<`<y

1

`
:
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By elementary estimates from prime number

theory,

X
`�t

1

`
= log(1 + log t) + c+O(

1

log t
):

Hence,

X
z=m<`<y

1

`
� log(

log y

log z
) + log(

log z

1+ log z=m
):

Putting this into the above, we �nd that the

essential requirement on y and z is that

1 � log

�
log y

log z

�
> 0:
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What about the error terms?

Return to the distribution law

jPdj =
1

Æ(d)
jPj + Rd

where

Pd = fp 2 P : Np = p+1�ap � 0 (mod d)g:
The Chebotarev density theorem gives

Rd � d3x1=2 log dNx

provided we assume the GRH.
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Inserting these estimates into the expression

for the error term, we �nd that we have to

majorize

X
m<yz2

d(m)3m3x1=2 log(mNx) � x1=2(yz2)4+�:

This is

� x1��

provided

yz2 < x1=8��:
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This is satis�ed if we choose

y = x
1
16+�

and

z = x
1
32��:

This choice also satis�es the other constraint,

namely

1� log

�
log y

log z

�
= 1 � log(2 + �0) > 0:

Hence, Np has at most one prime divisor < y =

x
1
16+� and at most 15 prime divisors > y.

In other words, Np has at most 16 prime divi-

sors.
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This can be re�ned. By choosing the �d dif-

ferently, we can show that for some a < 1
16+ �,

there are at least

� x

(log x)2

primes p � x for which Np has all of its prime

divisors > pa.

Also, by working harder with the Chebotarev

density theorem, we can prove the stronger es-

timate

Rd � dx1=2 log dNx

and this will allow us to reduce 16 to a some-

what smaller number.
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Further remarks:

a) In the non-CM case, without the GRH, we

do not get a bounded number of prime factors

with this method.

b) If we begin with a CM elliptic curve, it is

possible that the GRH can be eliminated.
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c) Related conjecture of Galbraith and McKee:

�x p and vary the curve E over Fp. They con-

jecture that the probability that such a curve

has a prime number of points is asymptotic to

cpP1

as p �! 1 where

cp =
2

3

Y
`>2

 
1� 1

(`� 1)2

! Y
`jp�1
`>2

 
1+

1

(`+1)(`� 2)

!

and P1 is the probability that a number in the

interval

(p+1� 2
p
p; p+1+ 2

p
p)

is prime. Note that

0:41 < cp < 0:62


