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NETWORK 
STRUCTURE 

§ Graphs of nodes 
connected by links 

§ Nodes: entities of interest 
(ie, a person, a protein, a 
Web page,… 

§ Links: relation between 
two nodes (ie, a 
communication, a common 
interest, etc.) 



DYNAMIC NETWORKS 
§ Behaviors of the 

entities over time 
§ Network structure 

may also change over 
time 

§ Weak vs strong links 
§ Changes almost 

always have trickle 
effects on the rest of 
the network 



§ If you select two 
random people: what is 
the probability that 
they know one 
another? 

§ Can you connect two 
random people 
through their network 
of acquaintances? 



https://en.wikipedia.org/wiki/Small-world_experiment#/media/File:Experement_Small_World_%28possible_option%29.gif 



https://en.wikipedia.org/wiki/Small-world_experiment#/media/File:Experement_Small_World_%28possible_option%29.gif 



https://en.wikipedia.org/wiki/Six_Degrees_of_Kevin_Bacon#/media/File:Kevin_Bacon.jpg 
https://en.wikipedia.org/wiki/Small-world_experiment#/media/File:Six_degrees_of_separation.svg 

"I know a guy who knows a 
guy who knows a guy who 
knows a guy who knows a 
guy who knows Kevin 
Bacon.” 
 
Bacon number = 6 



J. Ugander, B. Karrer, L. Backstrom, C. Marlow. The Anatomy of the Facebook Social Graph, http://arxiv.org/abs/1111.4503 
L. Backstrom, P. Boldi, M. Rosa, J. Ugander, S. Vigna. Four Degrees of Separation, http://arxiv.org/abs/1111.4570 
https://research.facebook.com/blog/three-and-a-half-degrees-of-separation/ 
  



http://upload.wikimedia.org/wikipedia/commons/7/78/Kevin_Bacon_Comic-Con_2012.jpg  



http://wwwp.oakland.edu/enp/thedata/ 
https://commons.wikimedia.org/wiki/File:Erdos_budapest_fall_1992_(cropped).jpg 



§ Messages across people 
(e.g., emails, blogs) 

§ Social network sites (e.g., 
Facebook) 

§ Social media (e.g., twitter) 

§ Constructing networks 
from other data 

http://www.sas.com/content/sascom/en_us/industry/banking/fraud-network-analysis/
_jcr_content/par/styledcontainer_9a94/par/image_f35c.img.png/1431023853128.png 



http://www.touchgraph.com/news 

TouchGraph's 
visualization of senator 
co-sponsorship patterns 
in the 110th congress 
shows that he has acting 
like a democrat for 
years. 

US Senators that share an Alma Mater  



disciplines,indudingphysicians and com-
puter scientists, and found that those net-
works were also scale-free, corroborating
a study we conducted focusing on math-
ematicians and neurologists. (Interesting-
ly, one of the largest hubs in the mathe-
matics community is Erdos himself, who
wrote more than 1,400 papers with no
fewer than 500 co-authors.)

Scale-free networks can occur in busi-
ness. Walter W. Powell of Stanford Uni-
versity, Douglas R. White of the Univer-
sity of California at Irvine, Kenneth W.
Koput of the University of Arizona, and
Jason-Owen Smith 6f the University of
Michigan studied the formation of al-
liance networks in the U.S. biotechnolo:
gy industry and discovered definite hubs~
for instance, companies such as Genzyme,
Chiron and Genentech had a dispropor-
tionately large number of partnerships
with other firms. Researchers in Italy took
a deeper look at that network. Using data
collected by the University of Siena's Phar-
maceuticallndustry Database, which now
provides information for around 20,100
R&D agreements among more than 7,200
organizations, they found that the hubs
detected by Powell and his colleagues were
actually part of a scale-free network.

Even the network of actors in Holly-
wood-,.,popularized by the game Six De-
grees of Kevin Bacon, in which players
try to connect actors to Bacon via the
movies in which they have appeared to-
gether-is scale-free. A quantitative analy-

sis of that network showed that it, too,
is dominated by hubs. Specifically, al-
though most actors have only a few links
to others, a handful of actors, including
Rod Steiger and Donald Pleasence, have
thousands of connections. (Incidentally,
on a list of most connected actors, Bacon
ranked just 876th.)

On a more serious note, scale-free
networks are present in the biological
realm. With Zoltan Oltvai, a cell biologist
from Northwestern University, we found
a scale-free structure in the cellular meta-
bolic networks of 43 different organisms
from all three domains of life, including
Archaeoglobus fulgidus{an archaeb<lc-
terium), Escherichia coli (a eubacterium)
and Caenorhabditis elegans (a eukary-
ote). In such networks, cells burn food by
splitting complex molecules to release en-
ergy. Each node is a particular molecule,
and each link is a biochemical reaction.
We found that most molecules participate
in just one or two reactions, but a few (the
hubs), such as water and adenosine tri-
phosphate, playa role in most of them.

We discovered that the protein-inter-
action network of cells is scale-free as well.
In such a network, two proteins are "con-
nected" if they are known to interact with
each other. Whenwe investigated Baker's
yeast, one of the simplest eukaryotic (nu-
cleus-containing) cells, with thousands of
proteins, we discovered a scale-free topol-
ogy: although most proteins interact with
only one or two others, a few are able to
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attach themselves physically to a huge
number. We found a similar result in the
protein-interaction network of an organ-
ism that is very different from yeast, a sim-
ple bacterium called Helicobacter pylori.

Indeed, the more that scientists stud-
ied networks, the more they uncovered
scale-free structures. These findings raised
an important question: How can systems
as fundamentally different as the cell and
the Internet have the same architecture
and obey the same laws? Not only are
these various networks scale-free, they
also share an intriguing property: for rea-
sons not yet known, the value of n in the
kn term of thepower law tends to fall be-
tween 2 and 3.

The Rich Get Richer
PERHAPS A Mo..RE BASIC question is
why randpm-network theory fails to ex-
plain the existence of hubs. A closer ex-
amination of the work of Erdos and Ren-
yi reveals two reasons.

In developing their model, Erdos and
Renyi assumed that they had the full in-
ventory of nodes before they placed the
links. In contrast, the number of docu-
ments. on the Web is anything but con-
stant. In 1990 the Web had only one page.
Now it has more than three billion. Most
networks have expanded similarly. Hol-
lywood had only a handful of actors in
1890, but as new people joined the trade,
the network grew to include more than
half a million, with the rookies connect-
ing to veteran actors. The Internet had
only a few routers about three decades
ago, but it gradually grew to have mil-
lions, with the new routers always linking
to those that were already part of the net-
work. Thanks to the growing nature of
real networks, older nodes had greater
opportunities to acquire links.

Furthermore, all nodes are not equal.
When deciding where to link their Web
page, people can choose from a few billion
locations. Yet most of us are familiar with
only a tiny fraction of the full Web, and
that subset tends to include the more con-
nected sites because they are easier to find.
By simply linking to those nodes, people
exercise and reinforce a bias toward them.
This process of "preferential attachment"
occurs elsewhere. In Hollywood the more
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§ Homogeneous 
networks 

§ < Bipartite networks 

§ Heterogeneous 
networks 

§ < Weighted networks 



§ Social networks 
§ People as nodes 

§ Scale-free networks 
§ Each node has 

few (and 
different) 
connections 

§ A few nodes may 
have many 
connections 



RANDOMVERSUSSCALE-FREENETWORKS I

RANDOMNETWORKS,which resemble the U.S.highway system
(simplified in left map), consist of nodes with randomly placed
connections. In such systems, a plot of the distribution of node
linkages will follow a bell-shaped curve (left graph), with most
nodes having approximately the same number of links.

In contrast, scale-free networks, which resemble,the U.S.
airline system (simplified in right map). contain hubs [red)-

RandomNetwork

nodes with a very high number of links. In such networks, the
distribution of node linkages follows a power law [center graph)

in that most nodes have just a few connections and some have
a tremendous number of links. In that sense, the system has no
"scale." The defining characteristic of such networks is that the
distribution of links, if plotted on a double-logarithmic scale
[right graph), results in a straight line.
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Specifically, a power law does not have a
peak, as a bell curve does, but is instead de-
scribed by a continuously decreasing func-
tion. When plotted on a double-logarith-
mic scale, a power law is a straight line
[see illustration above]. In contrast to the
democratic distribution of links seen in
random networks, power laws describe
systems in which a few hubs, such as Ya-
hoo and Google, dominate.

Hubs are simply forbidden in random
networks. When we began to map the
Web, we expected the nodes to follow a
bell-shaped distribution, as do people's
heights. Instead we discovered certain
nodes that defied explanation, almost as
if we had stumbled on a significant num-
ber of people who were 100 feet tall, thus
prompting us to coin the term" scale-free."

www.sciam.com
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Scale-Free Networks Abound
OVER THE PAST several years, re-
searchers have uncovered scale-free struc"
tures in a stunning range of systems.
When we studied the World Wide Web,
we looked at the virtual network of Web
pages connected to one another by hy-
perlinks. In contrast, .ty1ichalisFaloutsos
of the University of California at River-
side, Petros Falotitsos of theUniversity of
Toronto arid Christos Faloutsos of Car-
negie MelloQ Uq~versity .analyzed tbe
physical structure of the Internet. These
three computer-scientist brothers investi-
gated the routers connected by optical or
other communications lines and found
that the topology of that network, too, is
scale-free.

Researchers have also discovered that

some social networks are scale-free. A col-
laboration between scientists from Boston
University and Stockholm University, for
instance, has shown that a netWork of
sexual relationships among people in
Sweden followed a poWer law: although
most individuals had only a few sexual
partners during their lifetime, a few (the
hubs) had hundreds. A recent study led
by Stefan Bornholdt of the University of
Kiel in Germany concluded that the net-
work of people connected bye-mail is
likewise scahfree. Sidney Redner of
Boston University demonstrated that the
network of scientific papers, connected
by citations, follows a power law as well.
And Mark Newman of the University of
Michigan at Ann Arbor examined col-
laborations among scientists in several
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http://www.barabasilab.com/pubs/CCNR-ALB_Publications/200305-01_SciAmer-ScaleFree/200305-01_SciAmer-ScaleFree.pdf 

More than 80 % of the 
pages have a handful 
of links, but a small set 
(less than 0.01%), 
have more than 1,000 
links [Barabasi et al. 
2008].  
 



disciplines,indudingphysicians and com-
puter scientists, and found that those net-
works were also scale-free, corroborating
a study we conducted focusing on math-
ematicians and neurologists. (Interesting-
ly, one of the largest hubs in the mathe-
matics community is Erdos himself, who
wrote more than 1,400 papers with no
fewer than 500 co-authors.)

Scale-free networks can occur in busi-
ness. Walter W. Powell of Stanford Uni-
versity, Douglas R. White of the Univer-
sity of California at Irvine, Kenneth W.
Koput of the University of Arizona, and
Jason-Owen Smith 6f the University of
Michigan studied the formation of al-
liance networks in the U.S. biotechnolo:
gy industry and discovered definite hubs~
for instance, companies such as Genzyme,
Chiron and Genentech had a dispropor-
tionately large number of partnerships
with other firms. Researchers in Italy took
a deeper look at that network. Using data
collected by the University of Siena's Phar-
maceuticallndustry Database, which now
provides information for around 20,100
R&D agreements among more than 7,200
organizations, they found that the hubs
detected by Powell and his colleagues were
actually part of a scale-free network.

Even the network of actors in Holly-
wood-,.,popularized by the game Six De-
grees of Kevin Bacon, in which players
try to connect actors to Bacon via the
movies in which they have appeared to-
gether-is scale-free. A quantitative analy-

sis of that network showed that it, too,
is dominated by hubs. Specifically, al-
though most actors have only a few links
to others, a handful of actors, including
Rod Steiger and Donald Pleasence, have
thousands of connections. (Incidentally,
on a list of most connected actors, Bacon
ranked just 876th.)

On a more serious note, scale-free
networks are present in the biological
realm. With Zoltan Oltvai, a cell biologist
from Northwestern University, we found
a scale-free structure in the cellular meta-
bolic networks of 43 different organisms
from all three domains of life, including
Archaeoglobus fulgidus{an archaeb<lc-
terium), Escherichia coli (a eubacterium)
and Caenorhabditis elegans (a eukary-
ote). In such networks, cells burn food by
splitting complex molecules to release en-
ergy. Each node is a particular molecule,
and each link is a biochemical reaction.
We found that most molecules participate
in just one or two reactions, but a few (the
hubs), such as water and adenosine tri-
phosphate, playa role in most of them.

We discovered that the protein-inter-
action network of cells is scale-free as well.
In such a network, two proteins are "con-
nected" if they are known to interact with
each other. Whenwe investigated Baker's
yeast, one of the simplest eukaryotic (nu-
cleus-containing) cells, with thousands of
proteins, we discovered a scale-free topol-
ogy: although most proteins interact with
only one or two others, a few are able to

54 SCIENTIFIC AMERICAN

attach themselves physically to a huge
number. We found a similar result in the
protein-interaction network of an organ-
ism that is very different from yeast, a sim-
ple bacterium called Helicobacter pylori.

Indeed, the more that scientists stud-
ied networks, the more they uncovered
scale-free structures. These findings raised
an important question: How can systems
as fundamentally different as the cell and
the Internet have the same architecture
and obey the same laws? Not only are
these various networks scale-free, they
also share an intriguing property: for rea-
sons not yet known, the value of n in the
kn term of thepower law tends to fall be-
tween 2 and 3.

The Rich Get Richer
PERHAPS A Mo..RE BASIC question is
why randpm-network theory fails to ex-
plain the existence of hubs. A closer ex-
amination of the work of Erdos and Ren-
yi reveals two reasons.

In developing their model, Erdos and
Renyi assumed that they had the full in-
ventory of nodes before they placed the
links. In contrast, the number of docu-
ments. on the Web is anything but con-
stant. In 1990 the Web had only one page.
Now it has more than three billion. Most
networks have expanded similarly. Hol-
lywood had only a handful of actors in
1890, but as new people joined the trade,
the network grew to include more than
half a million, with the rookies connect-
ing to veteran actors. The Internet had
only a few routers about three decades
ago, but it gradually grew to have mil-
lions, with the new routers always linking
to those that were already part of the net-
work. Thanks to the growing nature of
real networks, older nodes had greater
opportunities to acquire links.

Furthermore, all nodes are not equal.
When deciding where to link their Web
page, people can choose from a few billion
locations. Yet most of us are familiar with
only a tiny fraction of the full Web, and
that subset tends to include the more con-
nected sites because they are easier to find.
By simply linking to those nodes, people
exercise and reinforce a bias toward them.
This process of "preferential attachment"
occurs elsewhere. In Hollywood the more
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§ Major issue: networks 
in social sites are often 
not publicly accessible 
§ E.g., Facebook 

§ Some exceptions: 
§  ‘Hand-crafted’ datasets 
§ Twitter (et similia) 
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§ Cliques 

§ Distance 

§ Bridges 

§ Centrality 

§ Characterize network 
structure 
§ Scale-free or not 

http://www.barabasilab.com/pubs/CCNR-ALB_Publications/200305-01_SciAmer-ScaleFree/200305-01_SciAmer-ScaleFree.pdf 



CLIQUES CONNECTED 
COMPONENTS 

Clique: a subset of nodes of 
an undirected network, such that 
every two distinct nodes in the 
clique are connected. 

Connected component: a subset of 
nodes  of an undirected network in which 
any two nodes are connected to each other 
by (at least one) path(s) 



DISTANCE 

? 
The distance between two nodes in a network is the number of edges in 
a shortest path (also called a graph geodesic) connecting them. 



BRIDGES 

A bridge is an edge of a network whose deletion 
increases its number of connected components. 



NETWORK CENTRALITY 

In network analysis, indicators of 
centrality identify the most 
important nodes within a 
network. Applications include 
identifying the most influential 
person(s) in a social network, key 
infrastructure nodes in the 
Internet or urban networks, and 
super-spreaders of disease. 

https://en.wikipedia.org/wiki/Centrality 

Examples of A) Betweenness 
centrality, B) Closeness centrality, C) 
Eigenvector centrality, D) Degree 
centrality 



DEGREE CENTRALITY 

The simplest network centrality measure 
is degree centrality, defined as the 
number of links incident upon a node (i.e., 
the number of ties that a node has).  
 
The degree can be interpreted in terms 
of the immediate risk of a node for 
catching whatever is flowing through the 
network (such as a virus, or some 
information). http://www.fmsasg.com/socialnetworkanalysis/

SocialNetworkAnalysis_Degrees.gif 



BETWEENNESS CENTRALITY 

Betweenness centrality: an indicator of a 
node's centrality in a network. It is equal to 
the number of shortest paths from all nodes 
to all others that pass through that node.  

A node with high betweenness centrality 
has a large influence on the transfer of 
information through the network. Hue (from red = 0 to blue = max) shows the node betweenness 
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Live tutorial & Resources 



§  Learn how to use Gephi: https://gephi.org/users/  
§  Download: https://gephi.org/users/download/ 
§  Installation: https://gephi.org/users/install/  
§  Tutorial: https://gephi.org/users/tutorial-visualization/ 
§  Layouts: https://gephi.org/users/tutorial-layouts/ 

§  Data Scientist toolbox + Datasets (curated by me):  
http://www.emilio.ferrara.name/code/useful-resources/ 

§  Mining the Social Web (curated by me):  
http://www.emilio.ferrara.name/i400-590-mining-the-social-web/ 

Thanks! 
Questions? @jabawack / emiliofe@usc.edu / ask me! 


