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Society and Automobiles

» About 1.3 million people die every year in automotive

accidents globally.

» Traffic delays are expensive.

» Loss of independence and self-esteem of senior and

disabled citizens

» Car ownership - Car-sharing of driverless vehicles?
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2007 DARPA Urban Challenge
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The DARPA Urban Challenge:
Requirements

No pedestrians
No bicyclists
No traffic lights

No sensor/actuator
failures

No CPU failures

No connectivity
— V2V and V2| disallowed

No cost concerns

No bad weather
conditions

No night-time operation
No heavy traffic

GPS always available
— Military-grade GPS is ok

High-resolution maps

Max speed of 30 mph
(no highways)
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2011 AuQnus CadiII SRX
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Publlc Roads/nghways

Bill 'Shuster, Chalrman US House Transportation
Committee in our Self- Driving Car
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THIS I8 BIG: A ROBO-CAR JUST DROVE ACROSS
THE COUNTRY
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Challenges
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Challenges

Exogenous: The complexities & uncertainties of the real
world

— Weather, lighting, and road conditions; construction; accidents;
obsolete information, loss of GPS.

Endogenous: Online and safe recovery from failures of
sensors, actuators, computing or communications.
— Mis-calibration, wear and tear, failures.

Verification: How to verify and validate correctness?
Interactions: Vehicular Networks

Reliability: cost and maintenance, customer acceptance
Cyber-Physical Security: thwart connectivity portal attacks
Human factors

Incremental deployment

Legal and regulatory implications
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The “Uncertainties of the Road World”
Challenge

Dealing with the uncertainties of an unconstrained road-world operating
environment

» Highways, urban, suburban, ex-urban and rural roads
» Accidents, Emergency Vehicles

» School zones, kids, the elderly, strollers, wheelchairs, jaywalkers and
absent-minded crossing

»  Weather conditions
» Road conditions

» Lighting conditions
» Construction zones
«  Wild life

Uncertainty to the power of n, where nis large.
- Is the list of scenarios even finite?
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The Verification Challenge

Can we prove the following propositions?

» The strong version:
— Given a vehicle with its AV hardware™ and software** stack,
the vehicle will behave safely under all possible conditions.

* The weak versions:

— Given a vehicle with its AV hardware and software stack, the
vehicle will behave safely under a known non-trivial set
of conditions.

— Given a vehicle with its AV hardware and software stack, the
vehicle could behave unsafely under only a known set
of conditions.

* Compute h/w, sensors, actuators, networks.
** The entire stack from sensor processing to actuation decisions.
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Other Challenges

The Non-Cooperation Challenge

The Fault-Tolerance Challenge

The Cyber-Physical Security Challenge

The “Co-Existence with Human Drivers” Challenge
The Perception Challenge

— minimizing false positives and false negatives
Legal and Regulatory Challenges

The “Customizability to Different Countries & Driving Cultures”
Challenge

The Ethics Challenge

The “Knowledge Encoding” Challenge

The “Human Expectation and Comfort” Challenge
The “Dealing with Pranksters” Challenge
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Human Intelligence  ?

Super Intelligence Fundamental Weaknesses
The Vision system  Distractability
Human eye: very high resolution with . Dpzing off, Clonversat.ions,. .
depth info, iris/aperture control, focus diversion of interest, intoxication

The (Re)cognition system

» Imperfect sensing
» Drivers with poor vision, age

— Near-instant detection and impairments,
identification of objects and organisms - Eyes at the front only

— Learn from a few examples + Non-ideal reasoning

(Unreasonable?) reasoning power * Incorrect understanding of

vehicle dynamics
» Poor multitasking
« Overconfidence
» Instincts and intuition can be

Logical reasoning, generalization and
specialization

Spatial and temporal intelligence

~ Intuition and experience wrong at critical moments
— Adaptability (to new vehicles, cultures, « Potentially slow reactions
rules) » Poor reflexes due to age or
Coordinated sensing & actuation health

Interactions: eye contact, social

exchanges, game theory ; . o i
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Turing, Where Art Thou?
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A Turing Test for Automated Vehicles

« If a self-driving vehicle cannot be
distinguished from a human-driven
vehicle by humans outside the vehicle,
it is said to have passed the Turing Test
for Automated Vehicles.
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More on the Turing Test

Functionality
Aesthetics

Interactions with other vehicles and
humans (pedestrians, bicyclists, ...)
Do we even want to mimic the human?
— Or do better?

— |s “better” worse due to a mismatch in
expectations?
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Enhanced Turing Test for AVs

* In the future, AVs may be accorded
special privileges
— Dedicated lanes, precedence at
intersections to maximize throughput,
platooning, ...
* An Enhanced Turing Test for AVs will
need to account for these special
privileges.
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Dealing with Complexity
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Logical Architecture for Autonomy
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Data Logger

Embedded Computing Platform
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Verifying Embedded Code

Prof. Ed Clarke and Dr. Sicun Gao

Our autonomous vehicle is controlled by a large C++ code base
(> 500k lines in total).

— The behavior layer is a very safety-critical part, with 24k lines of
C++ code.

— A combination of numerical computation (difference equations
encoding control laws) and logical control.

How do we reason about the code directly?

Us<ina bounded model checkina and inductive invariants

First-order
Logic Formulas

Properties
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Original Code

Techniques - Tools

Output Logic Formula

(

DistanceKeeper.cc
transition Trom inside to ne

tyPoint: @,

o,
esafetyzone: 0,

SMT solver dReal

available at
é www.cs.cmu.edu/~sicung
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Safety Verification

7

Reachability analysis —
High-order (infeasible) [ h_Vﬁnﬁzd
model > high-order <
L model

Conservative abstraction
(includes uncertainties)

Implies high-order
verification via
model inclusion

Reachability analysis i
(feasible)
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Connected and Automated Vehicles

Automated Vehicle

Operates in
isolation from other

- s 7 N
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.Vehldes using '(@ ); Connected Automated Vehicle
internal sensors (v =)
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Connected Vehicle (Ej

Communicates with
nearby vehicles and
infrastructure
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V2V Protocols

With
Traffic Lights

Using V2V »
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Connected Automation

« Connectivity: uses V2X (i.e. V2V, V2I, ...)

+ Sees farther

+ Sees around corners

+ Inexpensive ‘sensor’

+ Sends alerts to distracted humans

— Will not be present everywhere for a very long time
« Automation: uses vehicle sensors

+ Pays attention all the time

+ Reacts faster than humans

— Local sensors can be blinded, occluded or be wrong.

— Expensive sensors and processing.
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Concluding Remarks
» AVs will constitute a revolution.
» The revolution will likely in incremental evolutionary steps.
» Expect setbacks along the journey.
* Fundamental questions remain.
« Connected automation will be beneficial.
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