- --andom Numbers

Sum ka

c nlcal Unlversn;y of Kosice, Slovakia

) ék)’/#. Viktor Fischer

Sice, Slovakia Université Jean Monnet, France



About Me

= Former PhD student of Technical
University of Kosice (Slovakia)

tages (3;@ months): _
2rof. Ch.Paar), COSIC group
2el and Prof.
, LTSI Lab

(e R msentViISion

/OD technology provider

pecial purpose hardware for cryptography: 2
Al Attacks and Applications



Contents

e Role of randomness In

cryptography

Applications of random values In
: \phic algorithms

equirements set to

~N randomness extraction
es In digital systems

: pecial purpose hardware for cryptography: <)
- Attacks and Applications



Random Numbers
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What Is Random? 1/2

How to prove randomness?
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What Is Random? 2/2
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Is There Any Randomness?

= Philosophical question
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Coin Flipping

e Generation of random seguence —
tale O, head 1

ndom or just
to-describe system?
ess appears due to
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Randomness Definitions
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Unpredictable sequence

e For unpredictable bit sequence it

m computationally infeasible to
g what the next random bit

knowledge of the

/are generating the
‘and RIS >
previously generated bits
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Unrepeatable sequence
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Practical Randomness
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History of RNG

Aug. 20, 1946, Rn. PAR K 2,406,031
IELDIRATN ¢ BN AP )

e Patented ATT
machine from
year 1941
generating
random sequence

e Source of
randomness —
large container of
black and white
balls
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Sources of randomness

Decay of radloaé"twe material,

| 'f
ns ablll_‘_y of free-
il lators
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Randomness In
Cryptography
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Example From
Cryptography

e Challenge-response
scheme based on
keyed one-way
function

e Authentication of
the entity A to the
verifier B

« Random nonce r,
shared secret K,
MAC function h()
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What does assure the
randomness?

-force attack there are
‘red values, all values _
1 'robéb;!ity to be keys
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dii erence from ideally
'1'-6 uence) that would
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2Nt generated values
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Requirements on Random
Values

Q£1cy on appllcatlon the
bers have to be:
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Types of RNG

e TRNGs (True Random Number

- Generators) — generators of truly
| 1 numbers, called also

: erators

_udoeré'qf];iom Number
S) — generators of
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Random Number
Generators
* PRNG — Pseudo-RNG

Séin‘g c_al_-jfées lower output

) ”implementatlon in

f\,"‘b tems
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Pseudo-random

« Sometimes statistical properties
\are rlerltlzed — no bias,

oduce the sequence
1_ by other part of

':, i't"yﬂ ould be acceptable

. Ipdom but is not
dom — pseudo-random
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PRNG — deterministic

e Anyone who considers arithmetical
“methods of producing random digits is,
' rse, in a state of sin (John von

eed is exp,anded to long
d .g sequehce

rnal structure and status
s values, the output value

eC|aI purpose hardware for cryptography: 22
ot B Attacks and Applications



PRNG cont.
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Feedback Shift Register

e Linear for XOR as feedback function

"hbonacm and

flguratlon

ES—s————
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Cryptographically secure
pseudo-random

L

* algorlthm and the
"'1- ut it is

nally |rﬂ§ea5|b|e to
subsequent output
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TRNG

e Based on physical source of

"‘r*a_ndomness — entropy, that is
impossible to describe in

stic way

h from quasi random

‘computers: mouse

ovements, access time

sc, system time — these

t to describe, low-
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Typical block diagram of

TRNG

A/D conversion external interface

analogue part : digital part :
| |
| |
Source of I Post- .| Output i
randomness | processing buffer :
| |
| |
noise ' digitised internal random
signal ; noise random number |
' signal sequence sequence:
| |
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Ring oscillator

- Chain of odd number of invertors
- Dela ed feedback from the last
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PLL-based TRNG

e Stable ratio between CLK and CLJ
= Sampling tracking jitter of PLL
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Hybrid RNG

~ = Slow TRNG seeds PRNG

= Important is to divide clearly both

ly random values with low
| _'pseudoﬁ-random values

‘ovide acceptable solution
1 bit-rate output based
ndom seed :

0e
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INnternal status of RNG

fatus/memory

-

| hds only on current physical
t on previous output
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entropy of the seed

each generated
level of entropy of the
A : u"-_" L_:‘-.-" e . r"a‘.
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Entropy cont.
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Implementations of TRNG
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Netscape case of unsecure
RNG

- Wrong |mplemen““tQt|on of RNG In

process
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Concepts of TRNG

t‘q\
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Certification process

- FIPS 140 2 standard (NIST)
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Statistical tests

ST teStswte\
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