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Prototypical Cooperative Protocol : Agreement
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Network of n agents.

Agent i ∈ {1, . . . ,n} has state xi ∈ R.

Restricted sharing and interacting capabilities (local / nearest neighbors).

Autonomous computation / state update.
ẋi = ui

Design feedback control so that

xi(t)→ c∗ as t → +∞
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ẋ(t) = −L x(t)

x = e−Lt x0 ⇒ limt→+∞ xi(t) = 1
n

∑n
j=1 x(j)

0

if and only if Graph Laplacian matrix L, symmetric and connected graph [36].



Performance & Robustness in Dynamic Networks
From Stability to Systemic Risk : The Role of Disturbances.
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Network + Uncertainty = ?

Reaction in presence of noise.

Notions / Metrics of Systemic Performance.

Tractability / Scalability.

Metric-Based Network Synthesis.

w/o noise x =
(

x(1), . . . , x(5))
w noise xt =

(
x(1)

t , . . . , x(5)
t
)

I/O H2 - norm [aggregate variability]

H2 = lim
t→+∞

E
[∥∥(xt − x)

∥∥2

2

]



Risk and its measures [50, 58, 59, 60, 61, 62]

Expectation E
[
z(ω)

]
Worst-case supω z(ω)

Variance E
[(

z(ω)− E
[
z(ω)

])2]
Value-at-Risk Rε(z) = inf

{
δ ∈ R : P(z > δ) < ε

}
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Definition

A functional that assigns to a
variable, an index of the level of
encapsulated uncertainty.

Problem: High values of z(ω) are undesirable.

How “dangerous" is z ?



The effect of information flow on network resilience.
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Mainstream Connectivity Principle

The Stronger ... The Better !

ẋt = −L xt + ξt

Output : y(i)
t = x(i)

t − 1
n

∑
i x(i)

t

Theorem

H2 = lim
t→∞

E
[
‖yt‖2

2

]
∝ ΞG = n

n∑
i=2

1
λi(L)

Increase weights/links...make laplacian eigenvalues larger...take ΞG (i.e.H2 ) down....



The effect of information flow on network resilience.
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Mainstream Connectivity Principle

The Stronger ... The Better !

Valid...in Principle!

Real-world cases (and research)
demonstrate otherwise.

Types of inter-dependencies
(dynamic scale/complexity).

Inherent limitations/deficiencies.

Sources of perturbations.



ẋ = −
[

a −a
−a a

]
⊗
(

x− d
)
−
[

a ⊗ (x1 − x0)
01×3

]
d = (2, 0, 0)T , x0 = (4.5, 0.1, 1.0)T .
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x =
(

x1, x2
)T ∈ R6

nadermotee
Rectangle
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ẋ = −
[

a −a
−a a

]
⊗
(

x− d
)
−
[

a ⊗ (x1 − x0)
01×3

]
+ noise

low a moderate a high a
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The Platooning Problem [IEEE-TAC’19-c, ecc’19, cdc’18-b]
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Problem: Finite number of
vehicles aim to align their
velocities so as to travel along a
line within prescribed distance.

Network: Vehicles to utilize
information in a decentralized
manner.

Working Hypotheses: Network
prone to time-delay and
exogenous perturbations.

ẋi(t) = vi(t)

v̇i(t) = ui(t) + ξi(t)
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ẋi(t) = vi(t)

v̇i(t) = ui(t) + ξi(t)

Design a decentralized feed-
back control law that guar-
antees formation, under min-
imum “possibility" of systemic
events.

ui(t) =

n∑
j=1

aij
(

vj(t−τ)−vi(t−τ)
)
+

n∑
j=1

β aij
(

xj(t−τ)−xi(t−τ)−(j−i)d
)

aij = aji ≥ 0 feedback gain between vehicles i and j.

β > 0 : position/velocity ratio parameter

τ > 0 : time-delay



Platooning
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dxt = vt dt dvt = −L vt−τ dt−β L
(

xt−τ −1d
)

+dξt

Systemic Event Successive Vehicle Collision : Monitor xi+1 − xi

limt (x(i+1)
t − x(i)

t

)
= ∆i+1,i

Proposition

For any i = 1, . . . ,n − 1, ∆i+1,i ∼ N
(

d, σ2
i

)
σi <∞ if and only if (λkτ, βτ) ∈ S, k = 2, . . . ,n.

σ2
i = |ξ|2 τ

3

2π

∑n
k=2

(
(ei+1 − ei)

T qk
)2

f
(
λkτ, βτ

)
f (s1, s2) =

∫
R

dr
(s1s2−r2 cos(r))2+r2(s1−r sin(r))2

f (s1, s2) <∞



Systemic Events and the associated Risk
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Scenarios on vehicle collision

(i.) unlikely

d > x(i+1)
t − x(i)

t > d
c , c > 1

(ii.) likely

0 < x(i+1)
t − x(i)

t < d
c

(iii.) very likely

x(i+1)
t − x(i)

t << d
c

Ri
ε = inf

{
δ > 0 : P

(
∆i+1,i ∈ Uδ

)
< ε
}

{
Uδ
}
δ≥0 : Uδ =

(
−∞, d

δ+c

)
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Network Risk Profile
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(
R1
ε, R2

ε, R3
ε, . . . ,Rn−1

ε

)

Risk of Successive Vehicle Collision

Ri
ε =


0 , σi ≤ d

κε
√

2
c−1

c
d

d−κεσi
√

2
− c , d

κε
√

2
c−1

c < σi <
d

κε
√

2

∞ , σi ≥ d
κε
√

2



Risk - Based Network Design

Which topology (if any) minimizes risk of collision ?

Fundamental Limits : σi ≥ σ∗(τ, |ξ|), i = 1, . . . ,n − 1

Ri
ε ≥

d
d − 4.02κε|ξ|τ 3/2

− c

if σ∗ ∈
(

d
κε
√

2
c−1

c , d
κε
√

2

)
1 Minimal Risk Graph:

(λk τ, β τ) = argmin(s1,s2)∈Sf (s1, s2) ≈ (1.111, 0.220), k > 1

2 Inevitability condition: |ξ| · τ 3
2 ≥ d

1.12·κε ε ∈ (0, 1/2)
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The Stronger ...the Better ? No !

Improving connectivity, ΞG ↓ , may increase risk of collision,R(i)
ε ↑.
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Effective Resistance

ΞG = n
∑n

k=2
1
λk
> Ξ∗(τ)

Number of Spanning-Trees in a Graph.

ΞG monotonically decreases with "graph
connectedness".

Trade-Off : Risk vs. Connectivity

Ri
ε ·
√

ΞG >
√

nτK|ξ|



Idiosyncratic behavior of Risk : Platooning for n = 10 vehicles
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connectivity−−−→
}
τ = 0

}
τ > 0

∆
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R0.01 =∞ R0.01 = 4.5285 R0.01 = 0.4519

R0.01 =∞ R0.01 = 0.754 R0.01 =∞
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Further Topics on Risk-Aware Networked Control
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(i.) Various / Multiple / Joint Systemic Events[IEEE-TAC’19-b, IEEE-TAC’19-c]

Detachment / Loss of Connectivity

Joint Events (e.g., simultaneous collision on multiple vehicles)

(ii.) Special Graphs[IEEE-TAC’19-b, IEEE-TAC’19-c]

Risk over basic topologies (complete, star, path, cycle, spatially decaying,...)

Role of topology/defficiencies/uncertainty in vehicles.

Approximation formulas

(iii.) Risk-Based Network Synthesis [IEEE-TAC’19-a, ecc’19, IEEE-TAC’19-c]

Add, remove, re-weight links w.r.t. risk metrics.

Scalable algorthmic design methods (multi-objective, non-convex optimization)

(iv.) Risk Analysis & Design for MAS[necsys’18-a, necsys’18-b, cdc’17-b, cdc’17-a, Springer’19]

Noise fluctuations in time-delayed rendezvous. Structured Noise.

Phase-Incoherence in wide-area control of power systems.

State-Dependent communication for alignment.
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