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What Are qubits?

e Qubits are normalized
vectors from a complex
space:
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e Quantum operations are

Unitary Operators on this
space.
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Measurement of Qubitsisa
set of positive operators that
sum to |, which give output

K with a given probability:
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Let’ s Measure Some Example
qubits!

o Seethat E,+E,=I, and E’'s are positive, so they define a measurement
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*The above measurement, tells exactly which state was sent, |0> or [1>,
consider the two following states:
1

+) o 0)+|1) tr(Ei‘+><+D:tr(Ei‘-><_ D:E

) 0)- |1) This measurement gives E, and E, with equal
) J2 probability!




A Measurement for the +,- Basis

o Seethat E,+E =I, and E’'s are positive, so they define a measurement

120 (e fae)=ule ) )=t
<=6 s o)=L )=0

*The above measurement, tells exactly which state was sent, |[+> or |->,
but nothing about [0> or |1>:
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This measurement gives E, and E_ with equal
probability!




The BB84 (4-state) Scheme

Alice wishes to generate a shared secret key
with using a quantum channel and an
authenticated classical channel.

Alice selects each bit randomly and then the

basis: +
0,)=[9 o)=i+p=L252
)=[y =l =l2
Alice Classical channel
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BB84 (Cont.)

o After recaelves all the qubits, Alice
announces on the classical channel which
bases were used.

 Now measures in Alice’ s basis (z and
{Eqy,Eq} orxand{E,,E} ). The sent qubit
and measured qubit should agree. These
values will be used to form the key.

Alice Classical channel
XXZXZZZXXZZX
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Eavesdropping

e |nadditionto Alice and Baob, thereis Eve:
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e Eveisnot very nice and she wantsthe key. Inan
attempt to learn about the key, she may listen to the
classical channel and do quantum operations on the
channel and some qubits at her lab. Quantum

operations are unitary.
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No Cloning of Qubits

o Unitarity of qguantum operations means that
gubits can’t be copied exactly (no-cloning):

Proof:
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The left side of above is normalized, and unitary operations preserve
length, so the right side is normalized. Inner product is preserved so
Inner product of the left sides and right sides are equal.:

O=r s (E|E)=V2>1
Any attempt to learn qubits, disturbs them, so Eve causes
Errors




Alice

An Example Attack:

(Measure and Resend)

A simple attack Eve could perform isto measure

each gubit in arandom basis and send the result on
to Bob.

Half the time, Eve guesses the basis correctly, and
learns the bit. When she does not guess correctly,
the error rate is 50%. Intotal, this attack gives
Eve half the bits, but causes a 25% error rate.

Eve



CNOT Attack

In the z basis it works

0,)]0,). ®[0,)|0. )
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In the x basis:
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Hence, in the x basis, Bob' s outcome becomes random!!

In general any interference by EVE leadsto errors.



Eavesdropping for Dummys

Eve tries to learn the value of the qubits without causing so many errors that

Alice and Bob abort. The laws of quantum mechanics place limits on Eve’s
power:

A simple attack Eve can perform is measure/resend. She guesses a basis

te measure, and resends the result she measures to Beob. This attack
causes a 25% error rate:

2 1 When she guesses the basis correctly,
P(l]x—:*lE :I=JF‘{1E —:*BI}=|<DI l_E >| = which she does half of the time, she causes

no error. When she guesses the basis

incorrectly, again half the time, she causes
50% errors:

P(nz—>1_t}=P(1_t—>oz}=|<nz 1I>|?:
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Alice sende the gubite




The Measure of Information

We talk about Eve’s information so we need to quantify it. We
use standard information theory notations.

The entropy of a random variable is defined as:

H(X)= -2, p(x)log, p(x)

For a uniform distribution with 2%n elements, see that H(X)=n. Entropy 1s measured in bits. Itis a
measure of how much information is required to describe an outcome, on average.

The conditional entropy is defined as:

H{xlr)= -2, play)log,plxly)=2. p(y)H (x|r=y)

Conditional Entropy 1s a measure of how much information
18 required on average to describe an outcome of X given Y.

The mutual information between two varnables 1s defined as:

HX:Y)=H(X)-H(X|Y)



Eve’s Information for the
Measure/Resend Attack

The information between Alice and Eve we call I{A;E). Alice chooses
bits randomly, so H(A)=1. There is 1 bit of entropy for each bit. The
relative entropy H(AIE) is needed. For the measure/resend attack,
Eve knows each bit except with probability 1/4. This gives:

I(A.-E)=H(A)—H{A|E]=l+(ilog2(i)+%h}gz(g))

4

z%logEB —1~0.189 bits

This does not seem like a lot, but it is when compared to Bob’s information
in this case. Recall, Bob also has a 25% error rate in this attack

H(A)—H(A|B)zl—l—{ilﬂgz(i]-l—%lngz(—))

%lﬂgﬁ—lﬁﬂ.l@bﬁs



Smarter Eavesdropping

The measure/resend attack giveg Eve as much information as Bob. When Eve guesses the basis
correctly, Eve, Bob, and Alice have the same bit. When Eve guesses incorrectly, she and Bob
gach have a 50/50 chance of having it correctly. This situation could be accomplished by Alice

just announcing half the bitg, and Eve and Bob guessing the other half. BB&4 ig insecure in this
case.

From this attack we know to form a secure key it is neccesary that the error rate be less than 25%:

< 0.25

FEC e
To find an error rate that 1s sufficient for security we must look at more sophisticated attacks for Eve.
Congider the most general sirgle particle attack. Eve does a quantum computation (U) with each bit that
Alice sends along with some ancilla bits which Eve controls. Eve sends a pacticle to Bob that is entangled

with her probe: |00,,.0>|0: >A _}‘EDD)‘(]: >E+|Em>|1:>a

[00...0) 1} |E )]0 )s+|E |1 )s

Alice &Y u“ug;g;guf\ﬂﬂﬂg,,'mﬂlﬂ. Bob

— e .= { '-. ;‘ ~-Entangled
Alice mndethe qubits * \
\. EVE Bob measures the qubitz and getz 0 or 1




Linearity and Unitarity
Quantum Mechanics is linear and unitary, we see how this restricts Eve:

00.0)[0 Y| o s+ Eop |1 s
[00..0)1 )= E Do, s [E |1 )s
The relations between the x and z bases are known:
o =) L=} foy=Lo)+In) f)=-Lo)-h»

Due to lineanty Eve’s attack is also defined in the x basis:
\00...0)|0_T>A—>%(|Em>+ Em>+ Em>+ EH>)|0_T>B+%(|ECG>+ Em>— Em>— EH>)| 1]}5.
.0 Y)Y ) e HE NI

Due to onitanty Eve’s attack must preserve length, and orthogonality:
(Bufeu)+ (5.} (o Je. (e Jp.)-0
<E1G|E1u>+<E11‘E11>:l <E19|Em>+<E11|Em>:O

To pass the test, Eve must cause a low error rate. To get information

she must keep her states distinguishable. These turn out to be
incompatible goals.




Error and Information

By measunng error rates, Alice and Bob learn something about Eve’s attack:
Plo-=(Eufe) P01 -bum(efe,)-(m e ~(Eule) (e )
E1D> P(l_w—rﬂx)=é(l—fﬁ(<Em‘Em>+<Em‘EH>+<Em Em>+<Em E11>])

Laws of large numbers guarantee Alice and Bob that the error rate
they measure g close to the above quantities when large numbers
of bits are considered. To pass the test, the above quantities must

be small. Recall the attack in the z basis:
00..0)/0. 34 ={E 0. Jat| ., )|1. Do

‘Uﬂff-0>|1;>a_}‘5m>|ﬂ: >B+|E11>|I:>B

If Eve’s attack is to give good information in the z basis her states should
be as close to orthogonal as possible, so the following should be small

(Em‘Elcn)’ <Em‘E11>=’ <Em|Em>=’ <E91|E11>

However, if the above are small, and the z error rate 1s small, this forces
the x error rate to be large. Since the X error rate must be small enough
to pass the test, then the above cannot be too small, and Eve cannot

tell her states apart well. And hence cannot learn what Alice sent

P(1,-0)~(,




Measure of Security

In quantum cryptography, a final key is formed when the test
is passed. We would like to show that this key 1s secure:

I(A;E|T=pass]‘=:€(“_ﬂﬁ}
This unfortunately, is not true. Consider the following attack:

Acme
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Alice o - TREEY

—
Alice =ende the qubite EV'E

Keepe all the qubite, and =ends random bits to Bob.
When the basiz iz snnounced, Bve gete full information

While the above attack gives Eve full information, she almost
never passes the test.

—n

I(A;E|T=pass)=l P(T=pass) < gt

This attack forces us to adopt a new secunty parameter. Either
information is small, or the probability of passing the test is small:




BB84 (Cont.)

e To detect the effects of Eve, Alice selectsa
random subset of the qubits to be announced as
test bits. Alice and compare these bits to
learn the error rate.

 |f the error rateissmall enough, thetest is
“passed” and Alice announces the error correction
Information so can correct his errors.

 Now, Aliceand have the same strings, but
Eve may have some information. Alice announces
privacy amplification information to reduce Eve's
iInformation to zero.



BB’ 84 vs. EPR Scheme

* BB’ 84 + teleportation is equivalent to the following protocol.
*Share EPR pairs

*Alice and Bob measure their qubits randomly in x and z basis. If their
basis choice agrees on a pair then they know each other’ s bits, otherwise
their measurement results are uncorrel ated.

*Alice announces her basis choice over the public channel. Now Bob
knows the bit locations where they agree.

*Therest of the protocol isthe sameasin BB’ 84



Error Correction

« Alicesendsastringi. recelvesastring|. We
assume they use alinear code with a parity check
matrix H which isknown to Eve. Alice announces
on the classical channdl: H

Computes info XAIice
H xJinfo :XBob
e Hence, learns the syndrome of the errors:

H >(iinfo A jinfo) A|IC6AXBOb

e Thissyndrome givesinfoto Evel It must be
considered in the proof!



Privacy Amplification

* Since Eve' s gets some information from her attack
and from the ECC syndrome, measures must be
taken to reduce Eve' s information.

o After errors are corrected, he knows Alice's
string exactly. The key isdefined by parities on

this string: :
N ALRVEY

 |f Eve does not know even one bit in the bit mask
for that key bit, she knows nothing about that key
bit. Clearly there will be constraints on the v’ s for
security (e.g. no two can be the same).

INfo



Assumptions in Our Proof

» Error correction isaparity check code.
o All errors are to the maximum benefit of Eve.

walts to learn the basis before measuring.
Thismay be assumed without |oss of generdlity, it
does not actually require to have a Quantum
Memory.

 We consider only symmetric attacks for Eve,
which make some of the variables (J; and 1))
Independent. This may be done without |oss of
generality.



Eve' s State

 With Alice' s knowledge one may write Eve's

transformation:
‘O>Eve‘it95t> iinf0> 3/4%@) é‘ E'it’ii’jt’ji >‘ Jtest> jinf0>
Ity )i

e After thetest bits are measured the state of Eve
and becomes:
E i)

y,)=a
I
. With: E\ i)
E_ | o Ly T
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Eve' s State (Cont.)

 Thedistribution of Eve' s statesfor all cases
of states|s:
M © trBobqy i><y | D: é_ Ei,j><Ei,j
J
e Being generous people, we can assume that
Eve keeps a state: U i>:é ‘Ei,,->l\iA j>2
j

e Thisisonly more informative to Eve since:

trij |><J i‘):é Ei,j><Ei,j‘:rEve

J




A New Basisfor Eve' s States

 We define anew basisfor Eve' s states.
1 0 i- o *
\hi>°§al1(-1) i) i)=& (1) d)
d’° (h;|h,)
 Thisd turns out to have a meaning:

d02 22n a a ( )C*é. < I J‘EIAk JAk>
J
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Bounding Eve’ s Information |

(episode I: The Quantum Menace)
* If two quantum states (r ,, I ;) are sent with equal
probability, the mutual information of any
measurement is bounded by:

1
| £§tr\ro- r |

*Using the above, Eve' s mutual information on one
key bit, given all classical information and all other
bitsis bounded (a isgeneral, v isthe minimum
distance of the PA and ECC)

1

l..fa+= gd>

Eve
A |>0/2



Security Criterion

«Since mutual information is not small for all
altacks (consider the measure/resend), we use the
following security criterion:

q Pr(Test = pass,i;,c;,b,s) (A E|i;,c;.,b,s)£ Ae ™

It ,Cr,b,S

|f the above is met, then the somewhat
more Intuitive criterion 1s also met:

Pr(Test = passUl ., > Ae "2 )£ g 2



Bounding Eve' s Information ||
(episode I1: Probability Strikes Back)

« Using the meaning of d? we obtain:
I £a‘ +1 - I:)r.(CI ‘iT,CT,EI,bT,S)

Ic, |>v/2

Eve

e Averaging the above, gives the following:
q Pr(Test = pass,i;,c; |b,s) (A E|i;,c;,b,s)

IT,Cr

ca+> & Prlc.c 1B.by,s)

A ¢ [>0/2
Icr I<np,



Bounding Eve' s Information |11
(episode 111: Return of Classical Probabilities)

e By averaging over all basis choices, we get:

é_ Pr(Test = pass,iT,cT,b|s)I (A;E|iT,cT,b,s)

it ,Cr,b

£a +—a Pr(b) & Prlc,.c, 1B, br,s)

lc, |>v/2
lcr [<np,

=a +;a Pr(b) & Pr(c,.c; Ib,,b;,s)

lc, |>v/2
|cr [<np,



Bounding Eve' s Information 111
(Cont)

Now we set the parameter v, and average over orders (9):
v=2n(p, +e)
q Pr(Test = pass,i;,c,,b,s) (A E[i;,c,,b,s)

it ,Cr,b

—a +£é_ Pr(b,s) & Pr(c,.c, |b,s)
A bs o Pn(po +e)

1
—a +;Pr(| C, |> n(pa+e)’|CT |< npa)

£2\/Pr( c, [>n(p,+e).lc |<np,)
The last line can be bounded with Hoeffding' s bound.



Hoeffding’ s Bound

Hoeffding’ s bound may be applied to bound the probability of a
mean of a set being different from the sampled mean. Thisiswhat
IS needed to bound the mutual information:

q Pr(Test = pass,i;,c;,b,s) (A E|i;,c;,b,s)
it ,Cr,b

£2\/Pr(| ¢, > n(p, +e).|cr [< np,)

ne?

£2\Ve 2

Security has been shown, but this assumes that a code
with the desired distance properties is available.



Reliability of the Key

 For high error protection we want the
allowed error rate (p,) to be aslarge as
possible.

* For an (n,k,d) RLC d/n>d except with:

Pr(d/n<d)£@2”('*z(d>'””>

Jn
e If d=(p,+€)+1/n, then amost all errorswill
be corrected (except an exponentially small
fraction).



Security of the Key

Recall the minimum distance of the
PA+ECC Isv=2n(p,+€). Vvisbounded
nelow by the distance of the dual of the
ECC+PA, which is a code:

(n,r“,d“),whered“ =Nn-r-m

Pr(d" /n<d’ )£%2"(H2("“)‘<f'm‘ i)

« With thefollowing choice: d" =2(p, +e)

* Forcing all these probabilitiesto be
exponentially small gives secrecy rates




Secrecy Ratesfor RLC

e To get exponentially small boundsinn, all
the exponents need to be negative, which

gives: H,(p, +e+1/n)<r/n
H,(2p, +2e)+H,(p, +e+1/n)<1- R,

 Asntendsto infinity, and etendsto zero
we have security when:

Rsecret <1- H2(2pa)_ HZ(pa)



Plot of Secrecy Rate

| Rselcret <1_ Hz(zpa)- Hz(pa)
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Summary

* Theoretical BB84 is secure for users with a
guantum channel and classical resources.

* A lower bound on secret key ratesis
obtained which isvalid for all attacks.

A threshold of 7.56% Is obtained using
RLC.



