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1. Position based cryptography.
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PBC: Geographical position as (the only) credencial
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(Prover)

PV: A prover has to convince a veriiicr of his position.
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1. 1-D Position Verification. Honest protocol.

t:2c t.c (Prover) t.c
©. =
1. Verifiers prepare questions and send them to prover.
2. Prover prepares a (bipartite) answer according to the information

received and sends it back to verifiers.

3. At some later time, verfiers check:
. Timeliness: answers arrive on time

o Correctness: answers are correct w.r.t. questions asked.
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1. 1-D Position Verification. Honest protocol.
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1.  Verifiers prepare a state |y) € # -y and send registers # 5~ to

prover.

2. Prover applies a quantum operation S € CPTP(# 5 — #'50)

and sends the result back.
3. At some later time, verifiers check:
. Timeliness: answers arrive on time

. Correctness: verifiers check if Idy, @ S(|yw){(w|) = T(|y){y|) for
a target operation ' € CPTP(# 3y = # gcv)
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1. 1-D Position Verification. Cheating on PV.
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1. 1-D Position Verification. Cheating on PV.
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o B CPTP(Hp @ Hry, — Hp—B ® Hp=0),

e Bc CPTP(Hp 5 ®@Hcs — Hp),

® C~ S CPTP(’HC%C S Hpc — HO).

e C € CPTP(Hc ® Hg, — He—c ® Ho—B),



1. 1-D Position Verification. Cheating on PV.

Channel implemented by cheaters:

~ ~

e S(-) = (BRC)o(BRC)(- ®@|p){p|) € CPTP(Hpc — Hpc) for some |p) € HE.

(Simultaneous two-way communication model, s2w)
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Previous results:
For any target operation T € CPTP(# 5 — # 5.) there exists an s2w channel S approximating T [Bu10]

That is, information-theoretically secure quantum PV is imposible.

- [Bu10] Burhman, H. et al, arXiv 1009.2490 (2010) - [To13] Tomamichel, M. et al, arXiv 1210.4359 (2013)
- [Bell] Beigi, S. and Koenig, R., arXiv 1101.1065 (2011)
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1. 1-D Position Verification. Cheating on PV.

Previous results:
For any target operation T € CPTP(# 5 — # 5.) there exists an s2w channel S approximating T [Bu10]

That is, information-theoretically secure quantum PV is imposible.

However:
Cheaters need to use (an enormous amount of) entanglement [Bell]: dim(# ;) = exp(dim # p.)

(" Open question: )

Optimal entanglement dimension necessary to break any PV scheme? It is known that:
[To13] [Be11]

Q(dim ) < dim HPY < O(exp(dim )
\- 2 y

- [Bu10] Burhman, H. et al, arXiv 1009.2490 (2010) - [To13] Tomamichel, M. et al, arXiv 1210.4359 (2013)

- [Bell] Beigi, S. and Koenig, R., arXiv 1101.1065 (2011)
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2. Main results.

Previous comments:
 (Classical resources are free for us.

* We do not consider computational-complexity considerations.

-

Plan: N

1. Construct a specific PV scheme that we call Gy 4

2. Prove lower bounds for the entanglement dimension required in attacks to Gy, 4

g j
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1. V1 prepares [ ) = %szzl ij) B ® |ij)v € HBCV] ,sends Hpc.
V2 samples a sign-vector [g = {:I:l}”Q]
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1. V1 prepares [ ) = %szzl ij) B ® |ij)v € HBCV] ,sends Hpc.
V2 samples a sign-vector [g = {:I:l}”Q]

2. Prover applies S, € CPTP(# 5~ — # 5c) and sends the result back. t:2c t:c
<

3. Verifiers check:

. Timeliness.

- Correctness: Idy ® S-(|1) (1)) ~ (Idy ® U.) |[¥){(v] Idy ® UJ) V

where[U6 = diag(e) ] is the ideal operation to be applied on BC: U, |ij) = ¢;|ij)




2. G\

3. Verifiers check:

. Timeliness.

Correctness: Idy @ S.(|1)(¢|) ~ (Idy ® U.) [¢)(y| Idy ® U]) \/

where [Ug = diag(e) ] is the ideal operation to be applied.
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3.

Verifiers check:
. Timeliness.

?
+ Correctness: Idy ® S.(|¢)(¥]) ~ (Idv ® U¢) [¢)(¢| (Idy @ UY) v/
where [Ug = diag(e) ] is the ideal operation to be applied.

The challenge is passed or failed depending on the result of the measurement

[ M. ={M?, M!} € POVM(Hpcv) ] M? — pass

where M? := (Idy ® U.) [¢)(¢| Idy @ UT), M} :=Idgey — M? | M} — fail



2. G\

3. Verifiers check:
. Timeliness.

«  Correctness: Idy ® S.(|1) (¢)|) ~ (Idy ® U) [¢){(¢] (Idy ® U]) V

where [Ug = diag(e) ] is the ideal operation to be applied.

The challenge is passed or failed depending on the result of the measurement

[ M. ={M?, M!} € POVM(Hpcv) ] M? — pass

where M? := (Idy ® U.) [¢)(¢| Idy @ UT), M} :=Idgey — M? | M} — fail

g Definition. The value achieved by a strateqy {S.}. C CPTP(Hpc — Hpc) in Graq is )

W(GRad; {Se}e) = Ee Tr MS (Idy & &) ([v) (W)
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2. Cheating on G\

Cheating strategies:

[ S.() = (B:®C.)o(BRC)(- ®|p){p|) € CPTP(Hpc — Hpc) for some |¢) € H. ]

We call G492, the set of such strategies.



2. Cheating on G\

We are interested in the value:

(b, (Gt S:e) = supe,, B Tr MY (v © 5)(10) (0]}
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Main result (informal). If the cheating strategy depends on e € {:I:l}"2 in a sufficiently

reqular way, then the entanglement needed to pass Gﬁﬁf 4 s exponential in n.




2. Cheating on Ggg ;- Main result.

A cheating strategy (when “purified”) consists of a pair of isometries for both cheaters,
corresponding respectively to their first and second operations (after Stinespring dilation).

S e -
E Vv,V &?3{7 W, W, and a shared entangled state |y) € %Eb X %Ec

Ve HBC X HEa — HB—)B ® HB—>C> W€ : HEb — HC—>C ® ,HC—>B7

Ve :Hpsp@Hoosn — He @ Hane,  We:Heooo @Hposo — He @ Hane -



2. Cheating on Ggg ;- Main result.

A cheating strategy (when “purified”) consists of a pair of isometries for both cheaters,
corresponding respectively to their first and second operations (after Stinespring dilation).

Q—~p )
E V.V oo W.,W, and a shared entangled state |y) € ' ® # g
V:Hpc ®HE, — He-B @ HB=C) We:Hg, — Heosc @ Heo B,

Ve :Hpsp@Hoosn — He @ Hane,  We:Heooo @Hposo — He @ Hane -

k will denote the maximal local dimension manipulated in a strategy. That is,

dim(Hp_p) dim(Hc-B)
dim(Ho_¢c) dm(Hp_c)

IA

k,
dim(Hg,), dm(Hg, ) < k,
k.

INA
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2. Cheating on Ggg ;- Main result.

Main result (informal). If the cheating strategy depends on & € {il}”2 in a sufficiently

reqular way, then the entanglement needed to pass Ggg

4 s exponential in n.

Main result (formal). Given g, define g7 = (g, ..., — &

TR g,,) - Ifthereexist) < a < 1s.t.

1/2
2 1
S —
na

E, 2% H V@ W, = Vi @ Wy
L,J

Thenk = Q (exp(n“))

For standard attacks (teleportation and port-based teleportation) LHS =0
Similar statement for the first operation
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3. Type of Banach spaces.

/ Definition. Given a Banach space X, To(X) is the infimum of the constants T such that

(Es [H}ijeixiui])ms T (;HwiII%)m,

\for any finite sequence {z;}; of elements in X.

~

_

Restricting above the cardinal of the sequence {z;}; to be lower or equal to m € N, we obtain
the type-2 constant of X with m vectors, Tgm) (X).

Example. m = 2, X a Hilbert space:

L1




3. Type of Banach spaces.

[ Definition. Given a Banach space X, To(X) is the infimum of the constants T such that

(Es [|\§;eia:iui<])l/2g T (;Hml%)m,

\for any finite sequence {z;}; of elements in X.

~

J

Restricting above the cardinal of the sequence {z;}; to be lower or equal to m € N, we obtain
the type-2 constant of X with m vectors, Tgm) (X).

Example. m = 2, X a Hilbert space:

|1 + 221 + (21 — z2l* = 2 ([lza|* + [J22]|*)



3. Type of Banach spaces.

[ Definition. Given a Banach space X, To(X) is the infimum of the constants T such that \
1/2 1/2
2
(Es {HZ&IB@HX]) <T <Z||fl3z||%<> 7
\for any finite sequence {z;}; of elements in X. J

Restricting above the cardinal of the sequence {z;}; to be lower or equal to m € N, we obtain
the type-2 constant of X with m vectors, Tgm) (X).

Example. m = 2, X a Hilbert space:

E |leiz1 + ea22]?| = [|21]* + [|z2]?
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3. Maps on {+1}".

/ Definition. Given a map ® : {£1}" — X we define the regularity parameter: \

. 1/2
0 = log(m) Ecct1ym (Z@ﬂ@ll%) :

1=1

where 0;®(¢) := cp(sl’“"si"“’sm)_f(gl"“’_si""’sm) is the discrete derivative on the boolean hypercube

\in the i-th direction. /




3. Maps on {+1}".

Example. Linear maps. Consider xq,...x,2 € Bx and

o: {1}V — X
E —> @(8) = # Zj E;T; .



3. Maps on {+1}".

Example. Linear maps. Consider xq,...x,2 € Bx and
o: {1}V — X
€ = @(8) = # Zj E;T; .

We have that,

0;P(c) = — Zejazj —1)%ig; | = e

And therefore,

N[~

oo log (Z ||3%||X> S logrnfn).




3. Maps on {+1}".

/ Definition. Given a map ® : {£1}" — X we define the regularity parameter: \

. 1/2
0 = log(m) Ecct1ym (Z@ﬂ@ll%) :

1=1

where 0;®(¢) := cp(sl’“"si"“’sm)_f(gl"“’_si""’sm) is the discrete derivative on the boolean hypercube

\in the i-th direction. /




3. Maps on {+1}".

( Definition. Given a map ® : {£1}" — X we define the regularity parameter: \

. 1/2
= log(m) Ecefs1ym <Z@i<1>(e)||§(> )

1=1

where 9;®(¢) 1= 2{EtnCinEm) mP(E1:m€008m) g the discrete derivative on the boolean hypercube

\in the i-th direction. )

Lemma (Pisier). Let p > 1, ® : {£1}" — X and ¢, € be independent random vectors
uniformly distributed on {4+1}™. Then, for an independent constant C"

E, CID(s)—IEg@(e)"i (Clogm)? E. . Zszacb
Corollary *
E.||8(e)[| < |[E-2(e)]x +C o0 T3 (X).
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bs: {1} — My
\ € — (I)S( ) — n2 Zzg 870 (< ’V ® < ’W ) (V‘Z]> ® Id£k> )
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4. Cheating strategies as maps on {£1}"

4 Given a cheating strategy &, we define: R
bs: {1} — My
\ € — (I)S( ) — n2 Zzg 870 (< ’V ® < ’W ) (V‘Z-]> ® Id£k> )

1. »(Gg,g S) <E,

2. According to Corollary *: w(Gg,q4, &) < || E,. D c(¢) H y +C G%Tz(”z)(Mkz)
K2
2
3. TV (M) < To(Mys) & +/log(k)

3 1
4. Lemma: For any cheating strategy H E.®c(¢) H g Z +0 <—>

i
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Combining those estimates, we get

0 (Ggogr S) < % + Cy/Tog(k) o4, + O <%>

n
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Combining those estimates, we get
3 1
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Soif w(Ggryy, &) =1 — 96, then




4. Cheating strategies as maps on {£1}"

Combining those estimates, we get

0 (Ggogr S) < % + Cy/Tog(k) o4, + O <%>

n

1
k=Q| exp| —
Uq)S

The final ingredient is the following lemma (we neglect log-factors):

Soif w(Ggryy, &) =1 — 96, then
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4. Cheating strategies as maps on {£1}"

Main result. Given ¢, define €/ = (g1, ..., — &;;

jo o> Enn) - I there exist 0 < a < I s.t.

o

~ ~

V.QW,. -V, ®@ W,

l,]

Ee[zgw

Thenk = Q (exp(n“))
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5. Type constants and tensor norms.

Let us consider the Banach space
Xn,k = [(fé1 ®7z féc) ®g2 (f; ®7£ f;)] ®€ fgz

Where fév stands for the N dimensional complex Hilbert space, and 7z, €,g, are three of

Grothendieck’s natural tensor norms. In particular, those associated to the operator ideals of
nuclear, bounded and 2-summing operators respectively.
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nuclear, bounded and 2-summing operators respectively.

L . n
6O(C;Rad; CSD) < log(n)

n




5. Type constants and tensor norms.

Let us consider the Banach space
_ k k k>
Xn,k — [(fé1 ®7Z’ Z’ﬂZ) ®g2 (l’ﬂg ®7£ Z’ﬂZ)] ®€ f2
Where fév stands for the N dimensional complex Hilbert space, and 7z, €,g, are three of

Grothendieck’s natural tensor norms. In particular, those associated to the operator ideals of
nuclear, bounded and 2-summing operators respectively.

Lemma: 2
Tén )(Xn,k)

n

6O(C;Rad; CSD) < log(n)

Conjecture:
I(X,) =0 (nﬂ polylog(k)) for some ff < 1
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Lemma: 2
Tén )(Xn,k)

n

& (Grag; §) < log(n) k=Q (exp(n®))

Conjecture:
I(X,) =0 (nﬂ polylog(k)) for some ff < 1




5. Type constants and tensor norms.

Conjecture:
I,(X,) =0 (nﬂ polylog(k)) forsome ff < 1

Supporting evidence. Volume ratio of the dual space X;l"k

)

In the context of tensor products of fp spaces, no known example for which the type-2

Proposition:

EN([S9)

il (X;k) ~-0 (n

constant and the volume ratio of the dual deviates more than a log-factor.
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6. Final remarks.

-. Our Main Theorem implies previous bounds on Programmable Quantum Proccessors [Ku19].

-. PBC was connected with questions about quantum teleportation, complexity theory [Bul3] and even the
holographic duality AdS/CFT [Ma20].

Claim [MaZO] (using physics-like reasoning exploiting the properties expected for a good holographic correspondence):

PBC can be broken with k=poly(n)

Which are the implications of our result (conjecture) in holographic duality models of quantum gravity?

[Ku19] Kubicki, A., Palazuelos, C., Pérez-Garcia, D., arXiv 1805.00756 (2019)
[Bul3] Burhman, H. etal, arXiv: 1109.2563 (2013)
[Ma20] May, A., Pennington, G., Sorce, J., arXiv 1912.05649 (2020)



Thank you for your attention.




