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Astroturf Detection
Once a user has selected an individual meme for exploration,

she is presented with a more detailed presentation of statistical data
and interactive visualizations. Here the user can examine the sta-
tistical data described above, tweets relating the meme of interest,
and sentiment analysis data. Additionally users can explore the
temporal data through an interactive annotated timeline, inspect a
force-directed layout of the meme diffusion network, and view a
map of the tweet geo-locations. Upon examining these features,
the user is then able to make a decision as to whether this meme is
truthy or not, and can indicate her conclusion by clicking a button
at the top of the page.

5. EXAMPLES OF TRUTHY MEMES
The Truthy site allowed us to identify several truthy memes.

Some of these cases caught the attention of the popular press due
to the sensitivity of the topic in the run up to the political elections,
and subsequently many of the accounts involved were suspended
by Twitter. Below we illustrate a few representative examples.

#ampat The #ampat hashtag is used by many conservative users
on Twitter. What makes this meme suspicious is that the
bursts of activity are driven by two accounts, @CSteven
and @CStevenTucker, which are controlled by the same
user, in an apparent effort to give the impression that more
people are tweeting about the same topics. This user posts
the same tweets using the two accounts and has generated a
total of over 41, 000 tweets in this fashion. See Figure 7(A)
for the diffusion network of this hashtag.

@PeaceKaren_25 This account did not disclose information
about the identity of its owner, and generated a very large
number of tweets (over 10,000 in four months). Almost all of
these tweets supported several Republican candidates. An-
other account, @HopeMarie_25, had a similar behavior to
@PeaceKaren_25 in retweeting the accounts of the same
candidates and boosting the same Web sites. It did not pro-
duce any original tweets, and in addition it retweeted all of
@PeaceKaren_25’s tweets, promoting that account. These
accounts had also succeeded at creating a ‘twitter bomb’: for
a time, Google searches for “gopleader” returned these
tweets in the first page of results. A visualization of the inter-
action between these two accounts can be see in Figure 7(B).
Both accounts were suspended by Twitter by the time of this
writing.

gopleader.gov This meme is the Web site of the Republican
Leader John Boehner. It looks truthy because it is boosted
by two suspicious accounts described above. The diffusion
of this URL is shown in Figure 7(C).

How Chris Coons budget works- uses tax $ 2 attend dinners
and fashion shows

This is one of a set of truthy memes smearing Chris Coons,
the Democratic candidate for U.S. Senate from Delaware.
Looking at the injection points of these memes, we uncov-
ered a network of about ten bot accounts. They inject thou-
sands of tweets with links to posts from the freedomist.
com Web site. To avoid detection by Twitter and increase
visibility to different users, duplicate tweets are disguised by
adding different hashtags and appending junk query parame-
ters to the URLs. This works because many URL-shortening
services ignore querystrings when processing redirect requests.
To generate retweeting cascades, the bots also coordinate

nodes Number of nodes
edges Number of edges
mean_k Mean degree
mean_s Mean strength
mean_w Mean edge weight in largest connected com-

ponent
max_k(i,o) Maximum (in,out)-degree

max_k(i,o)_user User with max. (in,out)-degree
max_s(i,o) Maximum (in,out)-strength

max_s(i,o)_user User with max. (in,out)-strength
std_k(i,o) Std. dev. of (in,out)-degree
std_s(i,o) Std. dev. of (in,out)-strength
skew_k(i,o) Skew of (in,out)-degree dist.
skew_s(i,o) Skew of (in,out)-strength dist.

mean_cc The mean size of connected components
max_cc The size of the largest connected component

entry_nodes Number of unique injections
num_truthy Number of times ‘truthy’ button was clicked

for the meme
sentiment scores The six GPOMS sentiment dimensions

Table 1: Features used in truthy classification.

mentioning a few popular users. These targets get the ap-
pearance of receiving the same news from several different
people, and are more likely to think it is true, and spread
it to their followers. Most of the bot accounts in this net-
work can be traced back to a single person who runs the
freedomist.com Web site. The diffusion network cor-
responding to this case is illustrated in Figure 7(D).

These are just a few instructive examples of characteristically
truthy memes our system was able to identify. Two other net-
works of bots were shut down by Twitter after being detected by
Truthy. In one case we observed the automated accounts using
text segments drawn from newswire services to produce multiple
legitimate-looking tweets in between the injection of URLs. These
instances highlight several of the more general properties of truthy
memes detected by our system.

Figure 7 also shows the diffusion networks for four legitimate
memes. One, #Truthy, was injected as an experiment by the NPR
Science Friday radio program. Another, @senjohnmccain, dis-
plays two different communities in which the meme was propa-
gated: one by retweets from @ladygaga in the context of discus-
sion on the repeal of the “Don’t ask, don’t tell” policy on gays in
the military, and the other by mentions of @senjohnmccain. A
gallery with detailed explanations about various truthy and legiti-
mate memes can be found on our Web site.2

6. TRUTHINESS CLASSIFICATION
As an application of the analyses performed by the Truthy sys-

tem, we trained a binary classifier to automatically label legitimate
and truthy memes.

We began by producing a hand-labeled corpus of training ex-
amples in three classes — ‘truthy,’ ‘legitimate,’ and ‘remove.’ We
labeled these by presenting random memes to several human re-
viewers, and asking them to place each meme in one of the three
categories. They were told to classify a meme as ‘truthy’ if a sig-
nificant portion of the users involved in that meme appeared to be
spreading it in misleading ways — e.g., if a number of the accounts
tweeting about the meme appeared to be robots or sock puppets, the
accounts appeared to follow only other propagators of the meme
(clique behavior), or the users engaged in repeated reply/retweet
2truthy.indiana.edu/gallery

Classifier Accuracy AUC

AdaBoost 96.4% 0.99

SVM 95.6% 0.95

ICWSM 2011
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Comm. ACM 2016
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DARPA Twitter bot 
detection challenge

Sentimetrix 50.75
USC 45.00
IU 43.25

IBM 43.00
Boston Fusion 41.75
Georgia Tech 24.00

IEEE Computer, June 2016
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1. Detection of misinformation 

2. How misinformation spreads 
(Truthy case study)

3. Can the spread of 
misinformation be mitigated?
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Competition between 
hoaxes and fact checking

chemtrails anti-vax



Hoax vs. fact checking: model
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Tweets/Retweets

source sites tweets users URLs
fake news 71 1,287,769 171,035 96,400
fact checking 6 154,526 78,624 11,183
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1. Detection of misinformation 

2. How misinformation spreads 

3. Can the spread of 
misinformation be mitigated?
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ICWSM 2011

‣ Echo chambers 

‣ Selective exposure 

‣ Confirmation bias

Does fact-checking work?



Predicting political alignment

Features Accuracy
Text (TF-IDF) 79%

Hashtags 91%

Retweet network 95%

Tags + Network 95%

SocialCom 2011
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Homogeneous Exposure

PeerJ CS 2015
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Competition for attention

Hashtag Popularity 
# daily retweets 

[Twitter]

User Popularity 
# followers 

[Yahoo! Meme]

55M Followers2B Views



Can the competition for limited user attention help explain the 
broad heterogeneity of meme popularity and our 
vulnerability to misinformation?



Toy agent-based model
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Toy model predictions:  
Role of social network

b

c

a

d



Toy model predictions:  
Role of limited attention
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Nature Sci. Rep. 2012



• Spread among agents with limited attention on social 
network is sufficient to explain meme virality

• Not necessary to invoke more complicated explanations 
based on intrinsic meme value or external factors
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efficiency vs diversity
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• Structural, temporal, content, and user features 
can be used to detect astroturf and social bots.

• Social media and traditional media work together 
to spread misinformation; gullible people are 
exposed through gullible connections.

• Social network structure and limited attention 
may amplify our natural biases and make us more 
vulnerable to misinformation. 
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