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Bossy Cracka 'Junebug1952 - Sep 25
] Obama Forbids FBI to use Religion in Identifying Terror Threats as ISIS OPENLY
recruits in Mosques In.is/www.breitbart.... Obama IS a MUSLIM

Expand

_—w

Tara McClintick @ BooksByTara - 6h
Thank GOD for “internet information” bc mainstream media hides what
thousands know: Vaccines CAUSE autism #CDCwhistleblower

6 1

Maggie Hittie @ MHittie - Nov 12
WE PAY 4 THIS! @SteveWorks4You: More targeting: Obama spent $1M 4
/F project 2 suspend conservatives' TwitterAccounts

washingtonexaminer.com/rep.-lamar-smi......
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Detection of misinformation
How misinformation spreads

Can the spread of
misinformation be mitigated!?
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Observatory on Social Media

This website highlights the results of a broad research project aimed to study information
diffusion in social media. Use our tools to explore how people spread ideas through online
social networks.
Recent Pa perS from @TruthyAtindiana Recent TaIkS from @TruthyAtindiana
« Truthy Congrats for best presenter prlze at

Hoaxy: A Platform for Tracking Online Misinformation Dev Day for # ytalk on @IruthyBotOrl

Her: 14 Ay (AN , Z :": e ASN( N WO . . Via a anenale
q/2016/03/0..




OSoMe

Toofs

The who, what, where, when, and how of social,

/

BotOrNot

x

Check how bot-like a Twitter user
behaves.

Explore who is discussing a meme and

what memes are related.
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Trends
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Generate movies of how conversations
about a meme evolve over time.

Compare when memes gain and lose
popularity.
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Examine where people are talking
about a meme over time.

Query Truthy's data for your own
analysis.
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OSoMe Tools Highlights Publications

Interactive Network Graph

Create a fully interactive network graph from a query to the OSoMe API

Try out '

stheDress flceSucketChalenge sittens

Hashiag

¢ lceBucketChallenge

Start Date

i@ sm204
End Date
B 842014

Network Type
* Retweets and Mentions

Co-Occurrence

S e -
Nodes A
s = T et
’K(_ ore Fibered for Periormance A ‘. -

%Edges 20037 kﬁ —_ — | e

http://osome.iuni.iu.edu/truthy-preview/tools/networks/#?hashtag=lceBucketChallenge&network_type=rm&start_date=8-8-2014&end_date=8-14-2014


http://osome.iuni.iu.edu/truthy-preview/tools/networks/#?hashtag=IceBucketChallenge&network_type=rm&start_date=8-8-2014&end_date=8-14-2014
http://www.apple.com

co-occurrence of #kittens between 2016-03-27T04:00:00 & 2016-03-30T04:00:00

#Cule
#cats

#Kinens

#puppies

#ANIMalRescué

#PetAdoption

#Hilarmous

#MiamiDade

#FunnvAnimals

{) 013/02

#catsagram

#shelter
#cute #SleepingAnimals

#CuteAnimals

#Pupp
#Fanny P

#catstagram

#Kittens

#instagood
#BabyAnimals

#animals

7# petportrajts #animation

#Kittengram
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Meme List visuaizations of Twitter's past 90 days

Here you find our collection of Memes (#hashtag, @user, http://ur, or “phrase*) from the past
90 days of Twitter communication,

For each meme, we calculate statistics and provide interactive interfaces that visualize the
networks, allow you to indentify interesting users, and download data.

For each meme we show here a user-generated definition from tagdef.com, a timeline of
collected tweets, and the static diffusion network.

FREQUENTLY ASKED QUESTIONS

Meme

#bahrain

Middle East Country

#isyria
A country in the Middle East that

has fought throughout the times
for its freedom. Lately from its d...

#egypt

An Arabic country in North Africa

Filter and Sort Memes

@ Theme Social Movements

® Type | Ay

< Sort Tweets in Theme

Diffusion Network
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#p2 "~

Live Stream

@ 57% positive sentiment l JoeSixpackSays RT @andilinks: Aid and comfort to the

Muslim Brotherhood is TREASON per Article 3 Sec lll of the
US Constitution. #gop #tcot #p2 #sgp #0 ...

TOP USER-GENERATED DEFINITIONS FROM TAGDEF.COM about 1 minute ago - reply - retweet - favorite

A Liberals on twitter

117

45
v

Interactive

Static

Users

Timeline

Map

Statistics

Movies

Download

Ares1369 No Kidding: Gov't Issues Study of Study of
Studies #tcot #p2 #ows #tlot #obama
theblaze.com/stories/no-kid... via @theblaze
S9 seconds ago - reply - retweet - favorite

B 1isa editor RT @sellitman® Rrilliant! RT .@indie Obama:*

Join the conversation

Static Network

This static communication network shows how the meme is transmitted from user to user, by means of retweets (forwards) and mentions
(direct messages).
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Astroturf Detection

nodes
edges
mean_k
mean_ s
mean_w

max_k (i, o)
max_k (i,0)_user
max_s (i, 0)
max_s (i,0)_user
std_k (1, 0)
std_s (1, 0)
skew_k (1, 0)
skew_s (1, 0)
mean_cc
max_ CC
entry_nodes
num_truthy

sentiment scores

Number of nodes

Number of edges

Mean degree

Mean strength

Mean edee weight in lareest connected ¢

Classifier | Accuracy

AdaBoost 96.4%

SVM 95.6%

111C 5172C U1 UIC 1d12CsL Connecicu COHpPOUILICIIL
Number of unique injections

Number of times ‘truthy’ button was clicked
for the meme

The six GPOMS sentiment dimensions

ICWSM 201 |
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Nielsen's New Twitter TV Ratings Are a The Curious Case of Cynk, an
Total Scam. Here's Why. Abandoned Tech Company Now Worth
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truthy.indiana.edu/botornot

Bot or Not”?"

project

jabawack Check User

Enter a screen name or try one of these examples
bots: @jusbieberphotos, @dtufreak, @lao232, @stanbieberfan
humans: @onurvarol, @jabawack

Retrieving basic user data from Twitter
Retrieving user timeline from Twitter
Retrieving retweets/mentions from Twitter

Analyzing data with Truthy

r‘~.( ;
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T 8 S =

O

About ~ seconds!

A

[

Real-time query
(Twitter search
API)

Real-time
feature (>1K)
extraction

Real-time
analysis and
classification



http://truthy.indiana.edu/botornot/
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Classification

¥ Tweet this report ™ Flag as incorrect

&00 / ° 60

ot

%001

26%

™~ -".---

Friend 37%
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Content 49%
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Sentiment 27%
Network 14%
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BotOrNot Python API

A Python API for Truthy BotOrNot.

Behind the scenes, this uses the BotOrNot's HTTP endpoint as illustrated in this notebook.

Quickstart

import botornot

twitter_app_auth = {
"consumer_key': 'XXXXXXXXx',
'consumer_secret’': "XXXxxxxxxx',
'access_token': "xxxxxxxxx',
'access_token_secret': 'XXXXXXXXXXX',

}
bon = botornot.BotOrNot(**twitter_app_auth)

bon.check_account('@clayadavis"’)

WWW 2016 Developers Day




DARPA Twitter bot
detection challenge

cdcfraud -
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Boston Fusion @ 41.75
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IEEE Computer, June 2016






. Detection of misinformation

. How misinformation spreads
(Truthy case study)

. Can the spread of
misinformation be mitigated!?
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& Concerned American ©ObamasMentors - Aug 26

Feds Spend $1 Million to track "hate speech” on twitter, run by a FAR LEFT
LIBERAL-An OBVIOUS ATTACK ON CONSERVATIVES-
freebeacon.com/issues/feds-cr...

Youxia88™ ©'Youxia88 - Aug 27
@jjauthor Only conservatives will be targeted. RT @FoxNews: Feds creating
database to track hate speech on Twitter fxn.ws/1goNI|z9

S

| f. lindsay @hidefullofHoney - Aug 28
#Truthy: How Feds Plan to Track Hate Speech (Conservatives) on Twitter

(TWTR) @CNN @msnbc @ABCNews @CBSNews @NBCNews
invstplc.com/1nIDkO4
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The government wants to study
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Kevin McCarthy Wants
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The feds’ ‘truthy’ new chill
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Feds Creating Online Tracker to Search
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The Washington Post

No, the National Science
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Dean R. Riehm “ deanriehm - Oct 21
dailycaller.com/2014/10/21/the... Oh, look who's back: it's those taxpayer-
funded fascist anti-free speech thugs. #truthy @truthy @BDaddyLiberator

ST

Leviathan Rising © goviblackhole - Oct 23

Big #Gov targets conservative #speech on Twitter. wapo.st/ZyAi9c
#freespeech #tlot #tcot #pjnet #teaparty #censorship #ccot #law

RockPrincess  Rockprincess818 - Oct 27
Secret Police.Obama's regime is funneling our tax dollars to radical anti-free
speech groups using public services as his bag man #Truthy
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#Truthy, B‘ﬁéi‘:éuse Universities
Should Encommage The Free
Exchana@®f Ideas
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Govt Funded “Truthy Project” Boasts That It Suspended #tcot Twitter Accounts.

#Censorship #FreeSpeech freebeacon.com/issues/house-c...
T —

DEK THE Arizona Luke “ Arizonal.uke - Nov 10

/N Laura LaRue @lLal.aRueFrench75 - Nov 10

@NSF Why are you having #Twitter accts suspended for #FreeSpeech & using
my tax $ to do it? freebeacon.com/issues/house-c... ow.ly/i/7xdiH
T

B Mary Forbes @MaryForbes14 - Nov 11
é | ICYMI Obama's Administration paid twitter trolls to target Conservatives for
¥ Twitter suspension drudge.tw/1uUSYy2

S

Chuck DeVore “ chuckdevore - Nov 11
Oh, this is great, using almost $1 million in tax $ to suspend conservative Twitter

accounts. freebeacon.com/issues/house-c... #tcot
T —

s

‘P ——

Red Alert Politics @ RedAlert - Nov 11
REDALERL “Taxpayers deserve to know" how NSF decided to award a large grant to project

suppressing free speech redalert.io/1tYqgRo

GENUG @GENUG - Nov 15
Big Truthy Is Watching (Some of) You - ammoland.com/2014/11/big-tr... via
@Ammoland #Obama's #fascist #censorship #project #monitoring #free

fispeech

HEY #TRUTHY

S

| Daniel Shoop ©Shoopd| - Jan 17
gl Indiana University Monitored 'Hate Tweets’ in Aftermath of Truthy Scandal

In.is/freebeacon.com... The Fed's version of "Free Speech".

T

Laura Van Overscheld ©LauraVanOversch - Dec 27
House Committee Demands Answers on Truthy Project In.is/freebeacon.com...

#Filippo Menczer-self-appointed-free-speech-monitor-on-Twitter
e

o ‘
IF Yﬂ“ﬁﬂN'T . Silverbelle1008 @silverbelle1008 - Nov 11

| . :
LIKE MY TIWEETS! b Scary lib out tp shut down conservative free speech-
House Committee Demands Answers on Truthy Project

freebeacon.com/issues/house-c...
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Ukraine Business Kiev Policy Peace culture Spont  Dnileper Donbass Odessa

wad * News Scence and Technology * The US authoriies have decided 1o spy on Intemet memes

authorities have decided to spy on Internet memes
ms to study the spread of misinformation on the Internet

will create special programs for the sury % of "suspicous” memes (a popular type of
ed by users on the network - approx. ) mdinternet, a8 wel as their creators Truthy
ram created with the assistance of :’\chﬂal Sclence Foundation, and its

HOME NEWS THE PENINGULA WORLD POLMCS BECONOMY S

PORTADA NOTICIAS MUNDO ECONOMIA SOCIEDAD DEFENSA CIENCIA

EN DIRECTO

La ciencia y ia teonologia puestas al servicio de la persecuc mtra la bbertad "(tv'hl"

Atentado contra la libertad de expresnon. EE.UU.
lanza una guerra millonaria contra los “memes

”
sospechosos
En EEUUL se ha desarrollado un software que permite contrasrestar la “propaganda” v kas “Incitaciones al URGENTE FUJIMORI LIDERA, KUCZYNSKI Y MENDOZA DEFINEN EL SEGUNDO LUGAR EN LAS PR
odio” en las redes sociales. Sin embargo, todes sabemos realmente los lamentables fines del desarrollo de

este Upo de tecnologias

Yl e DO

Papeles de Panamé’ Abertados en Bruselas Armarmenio Masacre de kurdos

... EE.UU.lanza una guerra millonaria contra los memes
pech sospechosos
—_— La Fundacién Nacional para las Ciencias de EE.UU. ha desarrollado junto con la Universidad de Indiana un

n software que permite contrarrestar la “propaganda” y las “incitaciones al odio”™ en las redes sociales.




Competition between
hoaxes and fact checking

chemtrails anti-vax



Hoax vs. fact checking: model
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Hoaxy

Social Networks

News Sites

 fE s lin[b
(T~ P17

L haax Shopesem

API Crawler
URL Tracker RSS Parser 2\
(stream api) Scrapy Spider 5&2

Store ‘

Monitors

ATABAS

Fetch

Analysis Dashboard | Bal “'I

T—

Ameri canNewg
BigAmericanNews.com
Cap News (twitter.com/capnews)
ChristWire.org
CivicTribune.com
ClickHole.com
CreamBMP.com
DCGazette.com
DailyCurrant.com
DCClothesLine.com
DerfMagazine.com
DrudgeReport.com.co
DuhProgressive.com
EmpireNews.com
EnduringVision.com
Indecision Forever
(www.cc.com/indecision)
MSNBC.co
MSNBCwebsite
MediaMass.net
NationalReport.net
NewsBiscuit.com
News-Hound.com
NewsMutiny.com
PoliticalEars.com
Private-eye.co.uk
RealNewsRightNow.com
RileNews.com
Sprotspickle.com
TheNewsNerd.com
TheUsPatriot.com
WitScience.org




0.40 — . . . |

0.35} |
0.30 } |
0.25} :
source | sites | tweets | users | URLs [RERBINE |
fake news 71 1,287,769 171,035 96,400 0.15 I —
fact checking 6 154,526 78,624 11,183 I
0.10 | :
0.05} I
OOO | I | | | |
Tweets/Retweets —40 —20 0 20 40
20 Lag (hours)
B All
1.5 1 Top [ R —
107 |
S O S e T ’_Jg 10-2 -
Al
< 107 |
0.5 —— I
&~ 10 E
ay :
10°
0.0 . F
Fake news Fact checking 10760 L |

10° 10! 10% 10° 10%
WWW SNOW 2016 a



Detection of misinformation
How misinformation spreads

Can the spread of
misinformation be mitigated!?
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Guen @guenxcv - 9 Sep 2013

-
& @maandreysf we doooo :( sylvester wants to eat tweety!!!
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Bossy Cracka ' Junebug1952 - Sep 25

Obama Forbids FBI to use Religion in Identifying errorlThreatsas ISIS OPENLY
recruits in Mosques In.is/www.breitbart...§

Expand
Kathryn Mas Kathnvaly - Sep 24
@megynkell 'Obam’ s asvllm ho wants to turn America into Muslim

Brotherhood controlled country.Pls research & do show on. Must stop him

® View conversation

Ipoacsischrist,. Sep.2
Husain Barackl Obama is a Muslim!

America,Christians,Israel etc! &

!fThat is why he hates
Ubama @BarackObama @oreillyfactor

Expand



Barack Obama

U.S. President Barack Obama in front of the
Resolute desk in the Oval Office of the White
House, December 6, 2012

44th President of the United States
Incumbent

Assumed office
January 20, 2009

Vice President Joe Biden
Preceded by George W. Bush

United States Senator
from lllinois

In office
January 3, 2005 — November 16, 2008

Preceded by Peter Fitzgerald
Succeeded by Roland Burris

Member of the lllinois Senate
from the 13th District

In office
January 8, 1997 — November 4, 2004

Preceded by Alice Palmer
Succeeded by Kwame Raoul
Personal details

Born Barack Hussein Obama Il
August4, 1961 (age 52)
Honolulu, Hawaii, U.S.

Nationality American
Political party Democratic

Association of
American Universities

Canada

Stephen Harper

Muslim

[hide]

Islam
Bellefs [show]
Practices {show]
Texts - Laws (show]
History - Leaders ishow]
Denominations {show]
Culture - Society (show]
Related topics [show]
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Knowledge Linker

Subject: Predicate:

Bill Clinton spouse

Most Informative Path:
Bill

Clinton

Chelsea
Clinton

Object:

Hillary Rodham Clinton

Hillary
Clinton
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FACT-CHECKING WORK?
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Predicting political alignment

Features Accuracy
Text (TF-IDF) 79%
Hashtags 21%
Retweet network 95%
Tags + Network 95%

SocialCom 201 |



Social Scientists Wade Into the Tweet Stream
Science 30 September 2011:

P(political tweets)

vol. 333 no. 6051 1814-1815 Activity
| 10° 10" 10° 10° 10*
political tweets
| 10°
. 10"
' __ 1ot
K-core
107 follower
network
10
10°
10° 10' 10° 10’
shell
10° o
= —o— Left
= —=— Right
1 -1
20§
3 =
Echo chamber. o 102 K-core
retweet
On Twitter, liberals (blue) and conservatives (red) network more with ’ network
like-minded users, with less traffic crossing the political divide. 107° —— T TTTTT—T—TTTTTTT
CREDIT: ©® 2011 TRUTHY PROJECT (TRUTHY.INDIANA.EDU), INDIANA UNIVERSITY 10° 10 10°
core

EP| Data Science 2012
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Infographic Of The Day: Does Twitter Make Our
Politics Worse?

CLIFF KUANG Thu Jul 28, 2011
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COMPETITION FOR ATTENTION

2B Views 55M Followers

10° 10" 10° 10° 10% 10° 10" 10% 10® 10* 10°

Hashtag Popularity User Popularity
daily retweets followers
[Twitter] [Yahoo! Meme]
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Can the competition for limited user attention help explain the

broad heterogeneity of meme popularity and our
vulnerability to misinformation!?



Toy agent-based model

= == =3 Follower = Post

Post a new topic

Post existing topics
(1-Pn)




Toy model predictions:
Role of social network

A Empirical ® Empirical
— Social network . — Social network
=== Random network === Random network

10’ 10’ 10° 10°
Meme lifetime (weeks) Meme popularity




Toy model predictions:
Role of limited attention

A Empirical . m  Empirical
— tw=1.0 T — tw=1.0
--- tw=0.1 k

10’ 10° 10°
Meme lifetime (weeks) Meme popularity

Nature Sci. Rep. 2012



Tootin' Bathtub Baby Cousins Official
) ad o woscrt

Tootin' Bathtub Baby Cousins - Official
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Look what | can do! Look what | can do!
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=8 Tokin Cousins Bothtub Duet

® Spread among agents with limited attention on social
network is sufficient to explain meme virality

® Not necessary to invoke more complicated explanations
based on intrinsic meme value or external factors



DO THE BEST IDEAS WIN?
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LIMITED ATTENTION

x x % 4
% X A A A
* XA A
A
— %%%’P v?Y v 4A 4A N
KA v ¢
< |
A v < llll -
A'y |
R 4 lll q
AV
A € mE 8
v L] 1
g € ~
N
A%
v
x 4 3
A o
- < ]
. 4
i ®.
*
Ay
| < g -~ _
— NN <tTTWV OO\ —
| | | | | | | | | |
'olielicliclieleleleclolNe)
ORoO4AdY A < X
_________ ____________________________________________________
W N W — ! -
- -

foualdy3

2.5

1.5
Diversity

0.5



® Structural, temporal, content, and user features
can be used to detect astroturf and social bots.

® Social media and traditional media work together
to spread misinformation; gullible people are
exposed through gullible connections.

® Social network structure and limited attention
may amplify our natural biases and make us more
vulnerable to misinformation.
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