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OOppppoorrttuunniittiieess  ffoorr  IInntteelllliiggeenntt  TTrraannssppoorrttaattiioonn  SSyysstteemmss

Connected vehicle image from: 
https://www.geotab.com/blog/connected-vehicle-technology/

Connected Autonomous Vehicles1,2,3,4 :
• Expected to improve:

• Traffic throughput.
• Safety.
• Fuel economy.

• V2V and V2I communications through 
Dedicated Short-Range Communication (DSRC).

Famous application is Cooperative 
Adaptive Cruise Control (CACC):
• Relies on V2V.
• Employs on-board sensors.
• Autonomous vehicles

Vulnerable to Cyber-Attacks

3

1Smart city challenge. https://www.transportation.gov/sites/dot.gov/files/docs/Smart%20City%20Challenge%20Lessons%20Learned.pdf.
2J. K. Hedrick, M. Tomizuka, and P. Varaiya. Control issues in automated highway systems. IEEE Control Systems, 14(6):21–32, 1994.
3]. N. Lu, N. Cheng, N. Zhang, X. Shen, and J. W. Mark. Connected vehicles: Solutions and challenges. IEEE Internet of Things Journal, 1(4):289–299, 2014.
4B. Van Arem, C. J. G. Van Driel, and R. Visser. The impact of cooperative adaptive cruise control on traffic-flow characteristics. IEEE Trans on ITS, 7(4):429–436, 2006.



VV22XX  AApppplliiccaattiioonnss
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M. Muhammad, “Security Issues in LTE-enabled V2X Communication Systems”, AESIN 
Conference 2017 



VV22XX  CCoonnnneeccttiivviittyy  CChhaalllleennggeess  
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V2X Security: Types of Attacks on V2X

M. Muhammad, “Security Issues in LTE-enabled V2X Communication Systems”, AESIN 
Conference 2017 
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Security threats have become more sophisticated, and cars already on the road 
require updated security mechanisms that address new risks. 

• Security must not come at the expense of performance. 

• In traffic safety scenarios, security verification must be performed in real time. 

• Queueing of V2V messages is not an option. 

• Finally, security systems must be certified. Certification of the complete solution 

assures safety. 

Existing solutions 

Bit commitment and signature    → Availability  ( e.g. DoS)
Digital certification and zero knowledge → Identification and authenticity ( e.g. Man in 
the middle, GPS spoofing replay attack)
Trusted hardware → Identification and authenticity 
Group management system → Integrity and data trust (e.g. Message tampering) 
Encryption of data and the corresponding positioning and vehicle identification →
Confidentiality and privacy (e.g. Traffic analysis)

Hamida, Elyes Ben, Hassan Noura, and Wassim Znaidi. "Security of cooperative intelligent transport systems: Standards, threats analysis and cryptographic countermeasures." Electronics 4.3 
(2015): 380-423.
Ivanov, I., et al. "Cyber security standards and issues in V2X communications for Internet of Vehicles." (2018)



PPootteennttiiaall  WWaayyss  ttoo  LLuunncchh  CCyybbeerr  AAttttaacckk
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OBDII

Network flooding, affecting the availability of the network  

V2X Network Cyber Attack on Communication

V2X Cyber Attack on In-Vehicle Network

Changing the content and integrity of the package

Hacking the equipment, 
sensors and actuators

Affecting CAN bus readings, 
messages and high level 
controls 
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Denial of Service 

§ Attacker provides several requests to access the network →
communication network will be busy for real requests



VVeehhiiccllee  PPllaattoooonniinngg::  CCooooppeerraattiivvee  AAddaappttiivvee  CCrruuiissee  CCoonnttrrooll  ((CCAACCCC))

Adaptive Cruise Control (ACC)

• Reference:

• Error:

• String stability (shock waves 

attenuation)

V2V V2V V2V

On-board 
sensors

Desired 
distance

Error from 
desired distance

Remote 
sensors

Cooperative Adaptive 

Cruise Control (CACC)

• Shared information

• Closer inter-vehicle 

distance

9

on-board sensors
V2V

one vehicle 
ahead network 

topology

Vehicle and Controller Dynamics1:

1J. Ploeg, B. T. Scheepers, E. Van Nunen, N. Van de Wouw, and H. Nijmeijer, “Design and experimental evaluation of cooperative adaptive cruise control,” in 
14th International IEEE Conference on Intelligent Transportation Systems (ITSC), pp. 260–265, IEEE, 2011.



VVeehhiiccllee  PPllaattoooonniinngg  wwiitthh  SSppoorraaddiicc  MMeeaassuurreemmeennttss

sampling sampling samplingdelaydelaydelay

On-board 
sensors

Desired 
distance

Error from 
desired distance

Remote 
sensors

The presence of the network leads to network imperfections such as1:

• Sample data.

• Variable communication delays.

• Packet dropping.

10

1W.P.M.H. Heemels, A. R. Teel, N. Van de Wouw, and D. Neˇsi´c. Networked control systems with communication constraints: Tradeoffs between transmission intervals, delays and 
performance. IEEE Transactions on Automatic Control, 55(8):1781–1796, 2010.

Question:
How do we deal with these phenomena in our model? 



VVeehhiiccllee  MMooddeell  wwiitthh  NNeettwwoorrkkeedd  SSppoorraaddiicc  MMeeaassuurreemmeennttss

on-board 
sensors

V2V

Controller Dynamics:

sporadic measurements

The state of the error dynamics is modified such that the whole platoon is considered as a 
cascade of dynamical systems. 
Benefits in achieving by design
• String stability
• Performance

Available at:
R. Merco, F. Ferrante, P. Pisu, “Network Aware Control Design for String Stabilization in Vehicle Platoons: An LMI Approach”, IEEE American Control Conference (ACC), 2019

11

Ensures transmitted output is received by 
controller before next sample is sent

maximum allowable delay

Assumptions

1. Variable transmission intervals:

2. Variable network delays

maximum allowable 
transmission interval



sampled

packet 
created

packet 
received

ZOH 
updated

VVeehhiiccllee  MMooddeell  wwiitthh  NNeettwwoorrkkeedd  SSppoorraaddiicc  MMeeaassuurreemmeennttss
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The controller relies on
is  sampled and sent throughout 

the vehicle network

Each vehicle can be represented as linear system with jumps



sampled

packet 
created

packet 
received

ZOH 
updated

0

1
0

(ZOH state)

Modelling Characteristics:
• Platooning as cascade of dynamical 

systems
• We follow the Hybrid Systems framework 

proposed by R. Goebel, R. Sanfelice, A. 
Teel1

• State space of the model enlarged with 
the auxiliary variables subject to reset:
•
• for time-based network trigger

HHyybbrriidd  MMooddeell  ooff  CCAACCCC

131R. Goebel, R. G. Sanfelice, and A. R. Teel. Hybrid Dynamical Systems: Modeling, Stability, and Robustness. Princeton University Press, 2012.



CCoonnttrrooll  RReeqquuiirreemmeennttss

String stability

stability of

Individual vehicle stability (                            )

“Networked-free” error dynamics with performance requirements
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CCoonnttrrooll  PPrroobblleemm

Performance String Stability Resiliency
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DDeessiiggnn  AApppprrooaacchh

[1] W. M. H. Heemels, A. R. Teel, N. Van de Wouw, and D. Nesic, “Networked control systems with communication constraints: Tradeoffs between 
transmission intervals, delays and performance,” IEEE Transactions on Automatic Control, vol. 55, no. 8, pp. 1781–1796, 2010.
[2] V. S. Dolk, J. Ploeg, and W. M. H. Heemels, “Event-triggered control for string-stable vehicle platooning,” IEEE Transactions on Intelligent Transportation 
Systems, vol. 18, no. 12, pp. 3486–3500, 2017.

Sufficient conditions for string
stability and estimation of trade-off
curves:

• Based on [1], [2].
• Turn into Matrix Inequalities

where controller gains appear
in a nonlinear fashion.

Necessary and sufficient
conditions on controller gains to satisfy
performance requirements

Tuning algorithm

1

2

3

16

Contribution



CCoonnttrroolllleerr  DDeessiiggnn::  SS..CC..  ffoorr  SSttrriinngg  SSttaabbiilliittyy  

Based on:
[1] W. M. H. Heemels, A. R. Teel, N. Van de Wouw, and D. Nesic, “Networked control systems with communication constraints: Tradeoffs between 
transmission intervals, delays and performance,” IEEE Transactions on Automatic Control, vol. 55, no. 8, pp. 1781–1796, 2010.
[2] V. S. Dolk, J. Ploeg, and W. M. H. Heemels, “Event-triggered control for string-stable vehicle platooning,” IEEE Transactions on Intelligent Transportation 
Systems, vol. 18, no. 12, pp. 3486–3500, 2017.

Nonlinear in 
controller gains

gain from 
network 

imperfection 
to error 

dynamics

1

For the 
computation of  
trade-off curves

17



CCoommppuuttaattiioonnaallllyy  EEffffiicciieenntt  DDeessiiggnn  AAllggoorriitthhmm

Suff. Cond. for string stability and estimation of trade-off curves are
based on the solution of the matrix inequality :

x
x

x
x

x

x

Nonlinear in controller parameters. 
Proposed solution:

18



CCoonnttrroolllleerr  DDeessiiggnn::  NN..SS..CC..  ffoorr  IInnddiivviidduuaall  VVeehhiiccllee  SSttaabbiilliittyy

Performances are constrained 
by powertrain time constant 

Number of control 
variables is reduced

19

2



Design goal

CCoonnttrroolllleerr  DDeessiiggnn::  TTuunniinngg  AAllggoorriitthhmm

Design Algorithm

3 Resiliency Metric

Performance Metric Lyapunov-Based conditions

20



Transmission intervals [s]

NNuummeerriiccaall  RReessuullttss Tuning as in Ploeg at al. Our approach

𝛾𝛾∗ = 2.17

𝛾𝛾 = 5.66

Less network traffic
Resiliency to higher network 
delays

Our approach
Network-resilient tuning

Tuning as in Ploeg et al.
Non network-resilient tuning

N
et

w
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k 
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la
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21J. Ploeg, B. TM. Scheepers, E. Van Nunen, N. Van de Wouw, and H. Nijmeijer. Design and experimental evaluation of cooperative adaptive cruise control. In 
Proceedings of the 14th IEEE International Conference on Intelligent Transportation Systems, pages 260–265, 2011.



NNuummeerriiccaall  RReessuullttss

Left lane, in red, network-resilient tuning Right lane, in blue, non network-resilient tuning

Inside last vehicle in the left lane
network-resilient tuning

Inside last vehicle in the right lane
non network-resilient tuning 22



RReessiilliieenntt  CCAACCCC  UUnnddeerr  DDeenniiaall--ooff--SSeerrvviiccee  AAttttaacckkss
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VVeehhiiccllee  PPllaattoooonniinngg  uunnddeerr  DDeenniiaall--ooff--SSeerrvviiccee  ((DDooSS))  AAttttaacckk

disruption disruption disruption

The attacker generates DoS with the purpose of disrupting the network for the 
longest time possible as possible.

Radio jamming with
unknown strategy1

Energy2 and geography 
constrained1

CACC Cons:
String Stability influenced by:
• Network unreliability
• Cyber Attacks

CACC Pros: 
Closer inter-vehicle distance:
• Traffic throughput 
• Fuel economy

24

1M. Amoozadeh, A. Raghuramu, C.-N. Chuah, D. Ghosal, H. M. Zhang, J. Rowe, and K. Levitt. Security vulnerabilities of connected vehicle streams and their impact on 
cooperative driving. IEEE Communications Magazine, 53(6):126–132, 2015.
2V. S. Dolk, P. Tesi, C. De Persis, and W.P.M.H. Heemels. Event-triggered control systems under denial-of-service attacks. IEEE Transactions on Control of Network Systems, 
4(1):93–105, 2017.



SSeeccuurree  aanndd  SSaaffee  CCoonnttrrooll  SSttrraatteeggiieess  ffoorr  VVeehhiiccllee  PPllaattoooonniinngg

Adaptive Cruise Control (ACC)
no communication 

Estimation-based CACC1

action is estimated by on-board sensors

Switching Strategy CACC/ACC2

control strategy ACC and CACC switched 
over time based on communication status

Inter-vehicle time gaps without CACC
are larger than 

inter-vehicle time gaps with CACC

Research questions:
1. What network unreliability and DoS attacks can we tolerate without the need 

to fall back to safe strategies?
2. How to design a CACC that maximize the resilience to network unreliability and 

DoS attack?

Trade off between safety and 
performance is needed

25

1J. Ploeg, E. Semsar-Kazerooni, G. Lijster, N. van de Wouw, and H. Nijmeijer. Graceful degradation of cooperative adaptive cruise control. IEEE Transactions on Intelligent 
Transportation Systems, 2014
2Y. A. Harfouch, S. Yuan, and S. Baldi. An adaptive switched control approach to heterogeneous platooning with intervehicle communication losses. IEEE Transactions on Control of 
Network Systems, 2017.



VVeehhiiccllee  PPllaattoooonniinngg  wwiitthh  DDooSS  aattttaacckkss

on-board 
sensors

V2V

Controller Dynamics:
Available in sporadic fashion: data shared with period

DoS attacks as a sequence of 
intervals 
of limited length bounded by 

is the resiliency metric

27

is the maximum allowable number of 
successive packet dropouts (MANSD)



CCoonnttrrooll  PPrroobblleemm

Performance String Stability Resiliency

28



DDeessiiggnn  AApppprrooaacchh

Necessary and  Sufficient 
Conditions on controller gains to 
satisfy performance requirements

Tuning algorithm

1

3

S.C. for string stability and
estimation of :
Matrix Inequalities where controller
gains appear in a nonlinear fashion.

2

29



CCoonnttrroolllleerr  DDeessiiggnn::  IInnddiivviidduuaall  VVeehhiiccllee  SSttaabbiilliittyy

x
x

x
x

x

x

To satisfy performance

1

30



CCoonnttrroolllleerr  DDeessiiggnn::  SSttrriinngg  SSttaabbiilliittyy  –– CChhaalllleennggeess  iinn  MMaattrriixx  IInneeqquuaalliittiieess

2

31

Conditions 1 and 2



Design goal

CCoonnttrroolllleerr  DDeessiiggnn::  TTuunniinngg  AAllggoorriitthhmm

Design Algorithm

3

32



NNuummeerriiccaall  RReessuullttss

Tuning as in [Ploeg et al CITS ‘11]1 

Tuning as our approach

1J. Ploeg et al, “Design and experimental evaluation of cooperative adaptive 
cruise control,” in IEEE ITSC,2011.

Available at:
R. Merco, F. Ferrante, P. Pisu, “DoS-Resilient Hybrid Controller for String-Stable Connected Vehicles”, IEEE Intelligent Vehicles Symposium (IV), 2019.

33



NNuummeerriiccaall  RReessuullttss  –– DDooSS

Left lane, in red, network-resilient tuning Right lane, in blue, non network-resilient tuning

Inside last vehicle in the left lane
network-resilient tuning

Inside last vehicle in the right lane
non network-resilient tuning 34



CCAACCCC  wwiitthh  iinntteerrssaammppllee ddyynnaammiiccss

Zero-Order Hold

Can we enhance the ZOH by using continuous-time measurements in between
communication updates?

Intersample Dynamics

35



DDeessiiggnn  AApppprrooaacchh  OOvveerrvviieeww  –– CCAACCCC  wwiitthh  IInntteerrssaammppllee DDyynnaammiiccss

2

Same design approach.

LMI conditions become design tool for 
intersample dynamics.

Change of variables

36



NNuummeerriiccaall  RReessuullttss

Tuning as in [Ploeg et al CITS ‘11] (with ZOH)

Tuning as our approach with ZOH

Tuning as our approach with Intersample

37



NNuummeerriiccaall  RReessuullttss  –– eevvaalluuaattiioonn  ffoorr  ddiiffffeerreenntt  ttiimmee  ggaappss

Remarks:
• Increasing time gaps, resilience increases.
• CACC with intersample always guarantee higher resilience.
• Resilience gained by increasing derivative action.

38



AAddddiinngg  NNeettwwoorrkk  DDeellaayyss  ttoo  tthhee  RReessiilliieennccyy  MMeettrriicc

Assumption:

maximum allowable delay

communication period

• Packet disorder phenomena – forced dropouts for outdated information
• Packet dropouts and network delays captured in a simple and unified model
• Vehicle networks: communication frequency 10 to 20 Hz

39



MMooddeelliinngg  NNeettwwoorrkk  DDeellaayyss

sampled

packet 
created

packet 
received

ZOH 
updated

0

1
0

(ZOH state)

General results for NCS available at:
R. Merco, F. Ferrante, P. Pisu, “On DoS Resiliency Analysis of Networked Control Systems: Trade-off between Jamming Actions and Network Delays”, IEEE Control Systems 
Letters, 2019

40



SSttaabbiilliittyy  AAnnaallyyssiiss

Sketch of the proof: based on Lyapunov theory for Hybrid Systems

Decreases at jumps Decreases while flows

General results for NCS available at:
R. Merco, F. Ferrante, P. Pisu, “On DoS Resiliency Analysis of Networked Control Systems: Trade-off between Jamming Actions and Network Delays”, IEEE Control Systems 
Letters, 2019

41



NNuummeerriiccaall  RReessuullttss

Tuning as our approach with ZOH

Tuning as [Ploeg et al CITS ‘11]

Tuning as our approach with Intersample 42



FFrroomm  VVeehhiiccllee  PPllaattoooonniinngg  ttoo  aa  CCllaassss  ooff  NNeettwwoorrkkeedd  CCoonnttrrooll  SSyysstteemmss
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FFrroomm  VVeehhiiccllee  PPllaattoooonniinngg  ttoo  aa  CCllaassss  ooff  NNeettwwoorrkkeedd  CCoonnttrrooll  SSyysstteemmss

PlantController

Holding Device

Measured outputs

Performance output

Input disturbance

Vehicle Platooning model

Generic Networked Control System

Applications based on 
remote networked sensors:
• Drones
• Smart Grids
• Process control
• … 44



RReesseeaarrcchh  GGaappss

Majority of existing design approaches: 

1. Does not consider dynamic output feedback controllers

2. Are not suitable for the evaluation of trade-off curves as shown earlier
When NCS are not modeled as hybrid systems, network delays and packet 
dropping are commonly not considered together

3. Use Zero-Order Hold (ZOH) as holding device

4. Does not explicitly account for network unreliability metrics in the stability 
analysis

Network resilience does not appear directly in design conditions

More suitable to account 
for performance

For example:
ℋ" robust 
controllers

Suitable for small transmission 
intervals, but potentially not for long 

period without network updates

45



PPrroobblleemm  SSttaatteemmeennttss

Problem #1 (Compute Trade-off Curves): 
Assume controller and holding device given. 
Find trade-off curves between transmission 
intervals and network delays such that the NCS 
is input-output stable.

Problem #2 (Controller Design): 
Design controller and holding device such that 
the NCS is input-output stable with the largest 
transmission intervals.

To address research gaps we solve:

46



CChhaalllleennggeess

Challenges for Problem #1 (Compute Tradeoff Curves) and Problem #2 (Controller Design): 

1. Choice of clock-dependent Lyapunov function (related to Problem #1 and #2)

• Lyapunov function for Hybrid Dynamical Systems must be properly designed:

• Decreases during flows

• Decreases as jumps

• Conservatism of the trade-off curves

2. Linearization of matrix inequalities

• Linearization of stability conditions (related to Problem #1 and #2)

• Controller parameters linearization (related to Problem #2)

47



PPrroobblleemm  ##11::  CCoommppuuttee  TTrraaddee--ooffff  CCuurrvveess

Networked Control System

Hybrid dynamical system for 
stability analysis Decreases at jumps

Decreases during flows

Challenge: 
Find the Clock-Dependent Lyapunov function

Available at:
R. Merco, F. Ferrante, P. Pisu, “On DoS Resiliency Analysis of Networked Control Systems: Trade-off between Jamming Actions and Network Delays”, IEEE Control Systems 
Letters, 2019

48



PPrroobblleemm  ##11::  CCoommppuuttee  TTrraaddee--ooffff  CCuurrvveess

Decreases at jumps Decreases during flows

Clock-Dependent Lyapunov function

Challenges:
• Variables appear in a nonlinear fashion
• Infinite conditions to be satisfies 

Proposed solutions:
• Line search on 
• Employ convexity of 

Stability conditions expose trade-off curves 
parameters:
• Stability at a network operating point can be 

directly checked 
• Trade-off curves can be obtained by an 

iterative algorithm by changing 

49



PPrroobblleemm  ##11::  CCoommppuuttee  TTrraaddee--ooffff  CCuurrvveess  –– EExxaammppllee

Batch reactor: output feedback control system 
ℒ# stability

Blue: ℒ!-gain ≤ 2.5
Red: ℒ!-gain ≤ 5
Dashed lines - proposed approach
Solid lines - approach in Heemels For this control system:

• Approach in Heemels et al. 
is less conservative for 
transmission intervals

• Proposed approach is less 
conservative for network 
delays

• Proposed approach 
accounts for intersample
dynamics

50
W.P.M.H. Heemels, A. R. Teel, N. Van de Wouw, and D. Neˇsi´c. Networked control systems with communication constraints: Tradeoffs between transmission intervals, delays and 
performance. IEEE Transactions on Automatic Control, 55(8):1781–1796, 2010.



PPrroobblleemm  ##22::  DDyynnaammiicc  OOuuttppuutt  FFeeeeddbbaacckk  CCoonnttrroolllleerr  DDeessiiggnn

Networked Control System

Hybrid dynamical system for 
stability analysis

Approach in Scherer et al. introduced for ℋ"
control design, does not work in this case.

Challenge: 
Find the Clock-Dependent Lyapunov function 
such that stability conditions turn into linear 
matrix inequality.

Parameters of controller and holding device 
can be computed by employing semidefinite 
programming tools.

51C. Scherer, P. Gahinet, and M. Chilali. Multiobjective output-feedback control via LMI optimization. IEEE Transactions on Automatic Control, 42(7):896–911, 1997.



PPrroobblleemm  ##22::  DDyynnaammiicc  OOuuttppuutt  FFeeeeddbbaacckk  CCoonnttrroolllleerr  DDeessiiggnn

Proposed solutions: 
Approach reminiscent of an “input-to-state stability small gain” philosophy.

Continuous-time system

Hybrid system

52



PPrroobblleemm  ##22::  DDyynnaammiicc  OOuuttppuutt  FFeeeeddbbaacckk  CCoonnttrroolllleerr  DDeessiiggnn

Proposed solutions: 
Approach reminiscent of an “input-to-state stability small gain” philosophy.

Continuous-time system

Hybrid system

STEP 1

Set conditions on 
Lyapunov function

Set conditions on 
Lyapunov function

Overall system 
is stable

STEP 2

Holding 
Device

structured 
with 

intersample
dynamics to 

make  
stability 

conditions 
suitable for 
controller 

design

53



PPrroobblleemm  ##22::  DDyynnaammiicc  OOuuttppuutt  FFeeeeddbbaacckk  CCoonnttrroolllleerr  DDeessiiggnn  –– EExxaammppllee

ℒ# stability of a double integrator with ℒ# gain less than or equal to 5.
A value of                              is obtained by design.

R. Merco, F. Ferrante, R. Sanfelice, P. Pisu, “LMI-Based Output Feedback Control Design in the Presence of Sporadic Measurements”,  American Control Conference (ACC), 
2020.
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 P
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nt

Disturbance

State of holding 
device

Control signal

Communication 
timer
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